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In recent decades, the management of economic affairs has largely transi- Received 13 April 2025
tioned to digital platforms. Electronic identification and online money  Accepted 15 May 2026
management have not only simplified individuals’ daily lives but have KEYWORDS

also introduced new methods for financially harming one’s partner or ex- Economic abuse;
partner. This study explores the various types of digitally facilitated eco- technology-facilitated
nomic abuse (DFEA) reported by clinical professionals who work with domestic abuse; intimate
victim-survivors of violence. The data consist of 102 open-ended survey partner violence; digital
responses and four focus group interviews conducted with 15 partici- technologies

pants. The findings suggest that DFEA can be categorized into two main

types: digitally facilitated economic exploitation and digitally facilitated

economic control. Digitally facilitated economic exploitation encom-

passes three distinct forms: The perpetrator (1) steals the victim’s

money, (2) uses the victim's identity to obtain financial benefits or (3)

threatens to inflict financial harm. By contrast, digitally facilitated eco-

nomic control involves 1) dominating victims of violence by taking control

of their finances or 2) surveilling them through digital platforms, such as

their online banking or loyalty card accounts. The motivation behind

these actions differs from that of economic exploitation; it is not primarily

for financial gain but rather a desire for control. Based on the findings of

this study, there is a pressing need to critically examine digital practices

and platforms to mitigate the potential for abuse. Preventing DFEA

requires collaboration among a range of societal actors, including social

and healthcare service providers, policymakers, law enforcement, prose-

cutors and financial and technology institutions.

Introduction

In recent decades, the management of economic activities has largely shifted to digital platforms. In
many countries, banking transactions are managed through online platforms, and money transfers
between individuals are primarily conducted using digital services. Electronic identification is used
to apply for benefits, access various official systems, verify identities across different services
(including health services) and order a range of products and services for home delivery.
However, electronic identification and online money management have not only simplified the
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daily lives of individuals but have also introduced new methods for financially harming someone,
whether they are a close acquaintance or a stranger (Bellini et al. 2023). In this study, we refer to this
phenomenon as digitally facilitated economic abuse (DFEA; Nyman, Evertsson, and Henrikson
2023) and explore it in the context of intimate partner violence. Particularly, the abuser is typically
the victim-survivor’s former or current partner.

DFEA combines technology-facilitated domestic abuse (TFDA) with economic abuse (EA).
TFDA is a form of abuse in which perpetrators exploit networked technologies and online resources
to monitor, harass and control their intimate partners (Afrouz 2023; Woodlock 2017; Ybarra et al.
2017). As a form of intimate partner violence, EA involves behaviours in which an abuser controls
a victim-survivor’s ability to use, acquire and maintain economic resources (Adams et al. 2020;
Postmus et al. 2012).

Research on intimate partner violence has increasingly focused on TFDA and EA, but only
a handful of studies have explored DFEA. Significant gaps remain in understanding how digital
platforms are used to inflict financial harm on victim-survivors, what forms DFEA may take and
what its impacts are on victim-survivors and their families. Consequently, targeted and robust
research on the characteristics of DFEA is needed for service systems and legislation to recognize its
presence and forms and to improve outcomes for affected individuals.

This study aims to examine and analyse the different manifestations of DFEA reported by
clinical professionals working with victim-survivors of violence. Using an inductive analytical
approach, the study asks which forms of DFEA professionals encounter in their work. By drawing
on the insights of professionals who regularly encounter these cases, we aim to provide a nuanced
understanding of how digital technologies are leveraged for economic control and coercion.

Finland provides a particularly relevant context for this study, as it ranks among the leading
European countries in online banking usage (Eurostat 2025; Fonseca 2014) while also reporting
high rates of intimate partner violence (FRA, Eige and Eurostat 2024; Statistics Finland 2023).

Intersections of economic- and technology-facilitated abuse

EA involves various forms of harm. For example, in The Revised Scale of Economic Abuse SEA2
(Adams et al. 2020), EA has been conceptualized and classified into two overarching categories:
economic exploitation and economic control. Economic exploitation includes situations in which
an abuser spends existing funds or commits acts that create debt or damage the victim-survivor’s
credit. Economic control refers to situations in which the abuser has control over the individual’s
income, spending or bank account. In addition, a third category - employment sabotage - is often
included as a distinct form of EA. Employment sabotage refers to behaviours that prevent the
victim-survivor from obtaining or maintaining employment (Stylianou, Postmus, and McMahon
2013). EA also frequently continues after divorce (Bruno, Strid, and Ekbrand 2024; Kaittila,
Hakovirta and Kainulainen 2024).

Three primary TFDA tactics have been identified: omnipresence, isolation, and punishment and
humiliation (Woodlock 2017). Omnipresence refers to the use of digital devices and platforms for
constant contact and surveillance, with the intent of making the victim-survivor feel that they lack
privacy, safety or security. Isolation occurs when digital technologies are used directly or indirectly
to reinforce the victim-survivor’s dependence on the abuser, determine how the victim-survivor
uses their time and prevent them from seeking help or social support. In this context, punishment
and humiliation often involve public shaming and the distribution of intimate or otherwise
sensitive material with the intent to defame the victim-survivor among their friends, family and
community members (Woodlock 2017).

Although EA and TFDA have distinct characteristics, they intersect in several ways. First,
victim-survivors of these forms of violence frequently experience other types of domestic
violence as well (Marganski and Melander 2018, Shrap-Jeffs 2016; Temple et al. 2016).
Research indicates that both forms, EA and TFDA, are closely associated with coercive
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control — a type of intimate partner violence in which the abuser aims to control their
partner and effectively restrict their autonomy (Dutton and Goodman 2005; Stark 2007).
Coercive control is particularly harmful, as it can make the victim-survivor dependent on
the abuser (Stylianou 2018) and frequently occurs alongside other forms of intimate partner
violence, such as sexual, physical and psychological abuse (e.g. Adams, Beeble, and Gregory
2015; Stylianou 2018).

Second, EA and TFDA have highly negative consequences for the victim-survivors. Intimate
partner violence contributes to diminished psychological well-being, leading to anxiety, depression
and post-traumatic stress disorder (Harris and Woodlock 2022b; Johnson et al. 2022; Leitao 2021).
Furthermore, EA has been linked to economic hardship, including debt and credit damage, and
may also result in the victim’s financial dependence on the abuser (Johnson et al. 2022). TFDA can
lead to social isolation, avoidance of the use of social media and digital devices, and persistent fear
and entrapment (Afrouz 2023; Harris and Woodlock 2022b; Leitdo 2021).

Third, a characteristic shared by EA (Postmus et al. 2020; Wilson et al. 2024) and TFDA (Harris
and Woodlock 2019; Husso et al. 2024) is that both victim-survivors and professionals find it
challenging to acknowledge these forms of abuse as constituting violence. This difficulty stems in
part from the societal perception that intimate partner violence is predominantly physical (Sharp-Jeffs
2016). Acknowledging EA is particularly challenging due to cultural norms that characterize financial
matters as private, which makes it difficult for individuals to discuss these topics openly (Corrie and
McGuire 2013). In many cases, considerable time passes before an individual recognizes that what
they are experiencing constitutes abuse. Additionally, victim-survivors of EA often find themselves in
precarious situations due to debt and a lack of financial resources, which are frequently accompanied
by feelings of shame and anxiety. These emotions often prevent victim-survivors from disclosing their
circumstances to professionals. Regarding TFDA, research highlights how offline/online dichotomies
shape societal perceptions of the severity and consequences of technology-facilitated violence
(Dragiewicz et al. 2018; Harris & Woodlock, 2022b; Killean, McAlinden, and Dowds 2022; Piippo
et al. 2026). In addition, these concepts are relatively new to society in general and to many victim-
survivors themselves.

Fourth, EA and TFDA are frequently reported in studies involving both victim-survivors of
abuse and professionals who work with these clients. In an Australian survey of frontline domestic
violence practitioners, almost all respondents (99.3%) stated that they worked with clients who had
experienced technology-facilitated stalking and abuse (Woodlock, Bentley, et al. 2020b). Similarly,
studies conducted with people who seek help for intimate partner violence have revealed that 76%-
99% report experiencing EA (Adams et al. 2008, 2015; Postmus et al. 2012; Stylianou, Postmus, and
McMahon 2013). TFDA and EA can transcend physical boundaries, enabling abusers to perpetrate
intimate partner violence across geographic distances and to continue the abuse after separation,
thereby complicating the process of leaving the relationship (Harris and Woodlock 2022a; Stylianou
2018; Stylianou, Postmus, and McMahon 2013).

In summary, as a concept and as a form of abusive behaviour, DFEA is situated within both EA
and TFDA. However, it is also analytically distinct from either of them. Whereas EA captures tactics
that restrict, exploit or damage a victim-survivor’s economic resources, and TFDA captures the use
of digital platforms and tools to surveil, harass or coerce, DFEA refers specifically to financial harms
that are enabled or substantially amplified by digital financial infrastructures.

Earlier research on digitally facilitated economic abuse

Despite the urgency to better understand, map and address this topic, research into DFEA has been
scarce. Three recent publications present findings directly related to DFEA. In Sweden, Nyman,
Evertsson, and Henrikson (2023) highlighted how the use of online banking, payment and identi-
fication services poses significant risks for victim-survivors of DFEA. The women interviewed
revealed that a common form of abuse involves the abuser taking control of the woman’s
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smartphone, thereby restricting her access to money and financial services. Additionally, abusive
partners demanded information about the victim-survivors’ financial matters, accessed their bank
accounts without permission and misused their electronic identification for personal gain. The
study noted that Swish was frequently mentioned as a digital platform that abusers exploit to
demand money from their partners.

Bellini (2023) recently conducted a study in the United States on how abusers exploit
technology-facilitated attacks and deceptive strategies to financially harm victim-survivors.
The study data comprised reports from survivors of intimate partner violence and inter-
views with financial advocates. The methods employed by abusers extended far beyond
conventional online banking infrastructure, encompassing employers, benefit providers,
online shopping platforms, credit bureaus, investment managers and more. The study
identified several distinct types of abusive acts, some of which overlap with those docu-
mented by Nyman, Evertsson, and Henrikson (2023).

Beyond exerting control over victim-survivors and seeking financial gain, DFEA perpe-
trators may engage in deliberate acts of harassment and sabotage. Abusers may make
nonconsensual upgrades to subscription tiers to luxury or premium versions - for example,
with entertainment services - that cost more money. They may cancel grocery shopping
orders or delete digital assets that survivors purchased through subscription sites, including
music libraries or digital photo albums. Additionally, in cases in which victim-survivors
owned businesses, abusers crafted multiple fake profiles to leave significant amounts of
negative feedback, a tactic known as review bombing. Some abusers also disseminated the
victim-survivor’s financial data, such as their authentication details and social security
number, on public forums. Bellini’s (2023) study indicates that, as with TFDA (Harris
and Woodlock 2022b) and EA (Cook et al. 2024), DFEA does not necessarily cease when
a relationship ends; it may continue or even escalate after the separation.

Woodlock, Bentley, et al. (2020b) published a report from Australia examining how profes-
sionals working with victim-survivors of domestic violence identified manifestations of DFEA.
These included monitoring individuals’ locations using information provided in online banking
applications and restricting women’s access to their banking services. The study highlighted that
restricting women’s access to banking and finances is a common response when a woman attempts
to leave an abusive relationship - it exemplifies an act that often forces her to return to her abuser.
For example, an abuser may withdraw funds from a joint account, making it impossible for the
woman to meet her basic needs.

The vast majority of research on EA (Postmus et al. 2020) and TFDA (Afrouz 2023) has
been conducted with women. Therefore, there is a clear need for studies that include victim-
survivors of all genders and sexual orientations to better understand the broader dynamics of
DFEA.

In summary, previous research has indicated that abusers employ a broad range of tactics and
digital platforms to harm their victims. Studies have reported common findings, including actions
involving control over online banking or misuse of the victim-survivor’s electronic identification
information to inflict harm. Each study has contributed unique insights into DFEA. Research has
also shown how the prevalence and forms of violence, as well as the possibilities for intervention
and help seeking, vary depending on whether a victim-survivor lives in an urban, rural or remote
area — geographical dynamics that also shape how technology is used in acts of violence, as captured
by the concept of landscapes of violence (George and Harris 2014; Harris and Woodlock 2022a). We
argue that these landscapes of violence can also be digital. They differ across countries and are
shaped by factors such as the degree of public sector digitalization and the availability of commu-
nication and online services, including those provided by public authorities, civil society organiza-
tions, banking and retail. Furthermore, we argue that these nationally specific digital landscapes
influence the forms and manifestations of violence that can occur within them. Our research draws
on this premise to examine the specific forms of DFEA enabled by the Finnish digital environment.
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Post-digital society and digital financial services in Finland

The context within which Finnish couples and ex-couples navigate their everyday lives can be
characterized by the concept of a post-digital society, which describes how digital technologies
are deeply integrated into daily life - often invisibly. While the digital transformation era
focuses on the adoption and adaptation of digital tools (see Cramer 2015), the post-digital
society is characterized by the seamless integration of technology into all facets of human
activity, including intimate relationships and financial matters. Feenberg (2019) highlighted
how the seamless integration of online and offline worlds and dependence on digital devices,
such as mobile phones, make people vulnerable to abuse and exploitation. For instance,
electronic identification methods can be easily misused. Consequently, differentiating online
actions from their real-world consequences becomes challenging, illustrating the profound
influence of the digital realm on daily life (Feenberg 2019).

Financial technologies play a significant role in people’s lives globally. According to the World
Bank, approximately $1.3 billion in transactions occur daily across 90 countries, with 850 million
registered mobile banking and financial services accounts worldwide (Pazarbasioglu et al. 2020).
Digital financial services, such as online banking, payment and identification platforms, are easily
accessible via smartphones, tablets and computers (Nyman, Evertsson, and Henrikson 2023).

Finland provides a particularly relevant context for studying these services, given that online
banking is nearly universal among its adult population and the country consistently ranks among
the EU’s leaders in digital service adoption. For example, in 2024, 97% of Finnish adults had used
online banking services in the three months prior to a study (Eurostat 2025). Mobile payments are
also common, as they were used by 60% of the Finnish population in 2024, primarily for payments
between friends and family members or online shopping (Bank of Finland 2024). Finland’s public
sector is at the forefront of digitalization, supported by advanced ICT legislation, strong competi-
tion in communication services and comprehensive, high-quality online services (Ali-Yrkko et al.
2023). As reported by the Finnish government (2024), key public services are already available in
digital format, with the aim of further expanding digitalization and automation where appropriate.
Citizens also have a high level of trust in digital government systems, as reflected in the exception-
ally high level of digital adoption (Ali-Yrkko et al. 2023). Consequently, Finnish people are broadly
accustomed to managing a wide range of everyday needs through digital services (Mielisméki and
Husso 2025). For example, the Social Insurance Institution of Finland (Kela) provides basic social
security for people living in Finland, and its services are highly digitalized. Nearly all benefits can be
applied electronically through OmaKela e-service, the primary customer service channel Kela
provides. The benefits cover various life situations, including child benefits, parental allowances,
sickness allowances, housing allowances, basic unemployment allowances and social assistance
(Kansaneldkelaitos 2025, 2026a). In 2024, 83% of applications were submitted via the OmaKela
e-service (Kansaneldkelaitos 2025). In addition to submitting applications, the e-service can be
used, for example, to register and change the bank account number to which benefits are paid.
Logging into OmaKela is conducted via electronic identification (Kansanelakelaitos 2026b).

In Finland, electronic identification is a way to verify one’s identity online (National Cyber
Security Center 2026). Electronic identification is usually done using an identification application
on one’s mobile phone. The most common method is online banking identification (hereafter
referred to as online banking ID), which refers to bank-issued credentials used for strong electronic
identification across both banking and other online services. In recent years, 90% of identifications
in Finland have been made using online banking IDs (Kemppainen et al. 2023). It requires entering
into a contract with a bank and verifying one’s identity in person. Another common method is
a mobile certificate, which is based on two-factor authentication using the user’s PIN code and the
phone’s SIM card.

Electronic identification is used for numerous public and private online services, including Kela
(the Social Insurance Institution of Finland), the Finnish Tax Administration, MyKanta (a digital
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service used by the social welfare and healthcare sectors for health records and prescriptions), the
Police e-service and municipal health services, such as Maisa, as well as online banking services and
online stores requiring high-trust authentication. It is also used to digitally sign contracts, such as
loans, rental agreements and official documents, and to grant powers of attorney.

Although strong electronic identification is considered a secure way to confirm a person’s
identity, it remains vulnerable in situations involving violence or coercion. When authentication
takes place electronically via mobile phone, the perpetrator can access the victim’s electronic
identification method by stealing, demanding or coercing the victim into handing over their device
(Husso et al. 2024; Nyman, Evertsson, and Henrikson 2023).

Methods
Data

In this study, we combined qualitative data from two research projects to analyse the different types
of DFEA. Both studies explored TFDA in Finland. Although DFEA was not the main focus of the
research, both datasets included detailed descriptions of how financial issues are linked to TFDA.

The first project, Digital Violence and Its Intervention in Shelters of Domestic Violence, was
conducted by the Finnish Institute for Health and Welfare (THL). The second, titled DIGNITEAS -
The Challenges of Tackling Digital Violence Against Women in Police Work, Criminal Procedure, and
Support Services, was conducted by the University of Tampere and the Police University College.

The first study (Study 1) aimed to develop a screening tool to identify and address digital
violence among victim-survivors in domestic violence shelters." To achieve this objective, the
project investigated the prevalence and different forms of digital violence among shelter clients.
THL collected data by administering an online survey through Webropol in the summer of 2020,
targeting employees from all 29 domestic violence shelters in Finland. The survey was distributed
via email to the social workers at the domestic violence shelters and to all individuals working with
victim-survivors at these shelters.

The study examined employees’ perceptions of the digital violence experienced by their service
users, their capacity to support affected victim-survivors and the shelters’ operational methods for
addressing the issue. The survey asked professionals in detail about the different forms of digital
violence they encountered. Each statement was followed by an open-ended response section
inviting the respondents to describe their experiences with that form of violence in greater detail.
Examples of statements for which open-ended responses included descriptions of DFEA were as
follows: ‘The client reports that the perpetrator has broken into or otherwise accessed their user
accounts (e.g. Gmail, Facebook, WhatsApp, Messenger, Tinder, Zalando and Verkkokauppa.com)
or devices against their will’; “The client reports that the perpetrator has used their online banking
ID or other electronic identity verification methods without consent’; and ‘Can you think of any
other cases of digital violence targeting shelter clients that you would like to share?” The survey
received responses from 28 shelters, with 107 shelter employees participating, 106 of whom
belonged to the study’s target group.

The second study (Study 2) focused on the characteristics and prevalence of digital violence
against women and the progression of cases through the criminal justice process. The data were
collected through four focus group interviews conducted between 2022 and 2023 with 15 repre-
sentatives from eight support service facilities. These support centres are non-governmental
organizations located in medium-sized to large cities, providing free and accessible services to
people who have experienced violence and those close to them. Participants were selected on the
basis of their specific knowledge and experience with digital violence, and each participating
organization chose its own representatives to take part in the interviews.

All participants work directly with clients, although three also hold managerial responsibilities,
and some serve organizations that are national in scope. Three of the four focus group interviews
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were conducted remotely, while one was held on-site at the support service facility. The duration of
the interviews ranged from 59 to 82 minutes, and three researchers involved in the project served as
interviewers. All interviewees had years of experience working with victim-survivors of violence in
clinical or research settings.

The interviews were semi-structured. The themes of the interviews, provided to the interviewees
in advance, were as follows:

(1) The concept of digital violence

(2) Training received on digital violence

(3) Working with cases of digital violence

(4) Recognizing digital violence in their own work

(5) How are criminal justice processes related to digital violence perceived from the perspective
of support services and clients?

(6) What are the potential problems with criminal justice processes related to digital violence?

(7) What is needed to increase the capacity to address digital violence now and in the future?

(8) Training needs and capacity building for addressing digital violence

The interviews were recorded and transcribed. After transcription, all recordings were destroyed.
The transcripts were not sent to the interviewees for further review.

Exploring information provided by clinical professionals offers an important perspective on the
phenomenon of DFEA, as they encounter numerous victim-survivors with diverse experiences.
This enables them not only to provide examples of specific situations involving DFEA but also to
identify recurring patterns beyond individual cases.

Professionals in the shelters (Study 1) were required to hold a bachelor’s degree in social
work or healthcare, along with work experience and familiarity with crisis work related to
domestic violence (Nipuli & Svetlof 2025). All adult clients using shelter services were
systematically screened for the types of violence they had experienced, including economic
and digital violence (Finnish Institute for Health and Welfare 2024). The employees who
participated in the interview study (Study 2) were also experienced professionals in the field
of violence, who were highly familiar with various forms of domestic violence and violence
screening tools (Husso et al. 2024).

The Finnish language is gender neutral, which makes it difficult to conclusively deter-
mine the gender of the abuse victim-survivors described in the data. However, according to
statistics, almost all shelter clients in Finland are women. In 2023, 90% of adult shelter
service users were women, while 10% were men (Finnish Institute for Health and Welfare
2024). Most clients in non-targeted support services for violence are also women (see
Tuominen et al. 2023). Furthermore, given that Study 2 specifically examined digital
violence against women, the clients discussed by the interviewees can reasonably be
assumed to have been predominantly women.

Methodologically, this study is situated within secondary qualitative analysis (SDA). SDA
refers to research in which data originally collected for a previous study are reanalysed to
address new research questions or to apply analytical strategies that were not part of the
primary analysis (Ruggiano and Perry 2019; Szabo and Strang 1997). The use of an SDA
approach is justified in this study because in both datasets, financial themes emerged
prominently as an integral component of broader forms of technology-facilitated violence.
Ethically, research participants should be aware of how their data will be used (Ruggiano
and Perry 2019); this does not pose a concern in the present study, as both original projects
focused on technology-facilitated violence. This study builds on that foundation by refining
the analytical focus to examine more specifically how violence is enacted through monetary
and financial means.
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Analysis

The data were analysed using inductive thematic analysis, as described by Braun and Clarke
(2006). This method was chosen for its flexibility and systematic approach to qualitative
analysis, as well as its demonstrated suitability for studies aiming to conceptualize forms of
violence (Kaittila, Hakovirta, and Kainulainen 2024). In inductive thematic analysis (Braun and
Clarke 2006), preliminary themes are extracted from the data, and no pre-existing coding
framework is used. The analysis follows six phases: data familiarization, initial coding, theme
identification, theme review, theme definition and reporting.

In the initial stage of analysis, AK and ST read both the open-ended survey responses
(Study 1) and the focus group interview data (Study 2). For the purposes of this analysis,
DFEA is defined as abuse in which the perpetrator uses digital financial services or devices
to limit the victim-survivor’s access to money, monitor and control their use of money or
economically exploit them (see Nyman, Evertsson, and Henrikson 2023). Using this defini-
tion, the researchers identified all descriptions - across both datasets — that contained
information about DFEA in intimate relationships. All excerpts that met this definition
were included. AK and ST independently reviewed the material, compared interpretations
and reached consensus on which descriptions to include.

In Study 1, 102 text excerpts described DFEA and were thus included in the analysis. In
Study 2, descriptions of DFEA were found across all four interviews. The textual excerpts
from both datasets ranged from single sentences to detailed paragraphs that captured the
experiences shared by the clients. Despite differences in format, the themes that emerged
from the two datasets were largely similar. While the survey responses were more numerous
but shorter and less contextualized, the focus group data offered richer, more detailed
accounts of the processes underlying the abusive acts.

In the second stage, AK and ST conducted line-by-line coding of all text descriptions
using an open-coding technique. The open-ended survey responses and interview data were
qualitatively coded using the same analytical criteria. During this stage, the researchers
explicitly considered how the research question - ‘What forms of DFEA do professionals
encounter in their work? - guided the coding. The codes captured concrete abusive acts,
and in relation to these acts, the data also included descriptions of their impacts on victim-
survivors, the digital tools used and the processes through which the abusive actions were
carried out.

In the third stage, the researchers deliberated over the codes and finalized their names.
The codes were categorized into subthemes and grouped into main themes, forming an
analytical framework. The decision to dichotomize DFEA into two overarching categories
was made at this point. This structure emerged inductively from the data; the codes
clustered clearly into (1) controlling/restrictive practices and (2) exploitative practices.
This categorization has also been widely applied in studies concerning EA more broadly.
Other possible groupings - such as categorizing DFEA based on the digital tools involved,
as applied in Nyman, Evertsson, and Henrikson (2023)—were considered but ultimately
rejected because they did not align as closely with how professionals described the abusive
dynamics. In the fourth stage, the framework was discussed during two research group
meetings that included the authors of this study. It was subsequently refined and approved
by the research group.

The participants from both studies were informed about the study’s goals, their rights and the
confidentiality and protection of their data. The ethicality of the research was secured by ensuring
that none of the respondents’ personal information or descriptions of their clients’ situations were
identifiable. Data excerpts were used to illustrate the analysis. Quotes from Study 1 were marked by
study number and participant number (e.g. S1P2), while quotes from Study 2 were marked by study
number, interview number and participant number (e.g. S211P3).
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Ethics

The Ethics Committee of the Tampere Region granted ethical approval for Study 2 in June 2022.
The necessary research permits were obtained from support service organizations. The participants
in the focus group interviews were informed in advance of the study’s implementation, the
voluntary nature of their participation and the confidentiality of their information. They were
asked to provide their written informed consent to participate in the interviews, to be recorded and
to have the resultant materials used for research purposes and archived for further use. The
informants were guaranteed full anonymity throughout the study. In addition, it was made clear
to them that they could withdraw their consent during the study without any consequences.

The respondents in Study 1 (online survey) were informed about the survey, the voluntary
nature of their participation and the confidentiality of their information via email. The responses
were anonymous, and the online questionnaire required the respondents’ consent to participate in
the survey. As noted above, ethical approval was not required for Study 1, as its research design did
not meet the criteria for ethical review under the Finnish National Board on Research Integrity.

Because the participants shared information about their clients’ experiences of violence, special
care was taken to prevent the indirect identification of both the professionals and the clients they
described.

Results

The analysis revealed that clinical professionals encounter a range of distinct DFEA forms in their
work with victim-survivors of intimate partner violence. The professionals’ descriptions consis-
tently illustrate how digital financial tools and identification methods are used to harm, restrict or
exploit victim-survivors.

Based on the inductive analysis, these acts were clustered into two overarching categories
(Table 1). The first category, digitally facilitated economic exploitation, encompasses acts in which
the abuser gains financial benefits through digital means. The second, digitally facilitated economic
control, refers to acts in which digital tools are used to limit, monitor or take over the victim-
survivor’s financial autonomy.

Digitally facilitated economic exploitation

The first theme, digitally facilitated economic exploitation, encompasses three distinct forms: The
abuser (1) steals the victim-survivor’s money, (2) uses the victim-survivor’s identity to obtain
financial benefits or (3) threatens to cause financial harm. The respondents described instances
in which the abuser used the victim-survivor’s online banking services to transfer money to their
own account or to a third-party account. In some cases, the couple shared a joint account from
which the abuser transferred money for personal use without mutual agreement. The respondents
reported situations in which all accounts and devices were shared between the partners, allowing
the abuser to use shared funds or their partner’s funds for personal purposes:

“The abuser uses the client’s bank account as if it were their own, transferring funds to their personal account’
(S1P25).

A similar example was reported:

Table 1. Digitally facilitated economic exploitation and digitally facilitated economic control.

Digitally Facilitated Economic Exploitation Digitally Facilitated Economic Control
® Digital theft ® Taking control of finances
® |dentity misuse ® Monitoring monetary matters

® Threatening to cause financial harm using digital technology
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There have been situations in which the abuser has gained access to the victims online banking ID, forcing the
victim to close the account and open another. The abuser may also have transferred all the money from the
victim’s account. (S1P50)

In addition to online banking services, abusers reportedly exploited other platforms to access
victim-survivors’ money. For example, there were cases in which the abuser accessed the victim-
survivor’s mobile phone and used the MobilePay” app to transfer money from the victim-survivor’s
account to their own.

Identity misuse, in which an abuser uses a victim-survivor’s personal information to obtain
financial benefits, was another commonly reported form of exploitation. For instance, abusers may
order products from online retailers using the individual’s electronic identification or credit card
information. In some cases, they placed orders in the victim-survivor’s name and left the bills
unpaid. Abusers also used victim-survivors’ electronic identification information to apply for
welfare benefits, such as childcare allowances, in the individuals’ names and later transferred the
funds from the victim-survivors’ account to their own. Abusers may also designate their own bank
account number on the application, resulting in welfare benefits granted to the victim-survivors
being paid to the abusers. In Finland, financial benefits are primarily claimed and administered
electronically, which facilitates this type of abuse:

‘Occasionally, a violent spouse applies for benefits from, for example, the Social Insurance Institution of
Finland on the client’s behalf and keeps the money’ (S1P104).

In cases of identity misuse, the consequences of the abuse may affect the victim-survivor years after
the relationship has ended. The respondents revealed that financial exploitation can begin during
the relationship or continue, and even escalate, after separation, with lasting consequences for the
victim-survivor’s financial situation. The participants noted instances in which the abuser had
financially exploited the victim-survivor behind their back during the relationship, with the truth
coming to light only after the relationship ended.

Debts have been taken on and vehicles bought in the client’s name without telling them. After the divorce, the
victim has to deal with the debt and expenses from the Transport and Communications Agency until the
situation is handled with the authorities. (S1P26)

Yesterday, I met a client who said it had been three years since she reported the offence of stealing personal
information - that her ex-partner had used their personal identity code to take out all kinds of loans and so
forth - and that she had reported it. (S2I4P1)

The data also included descriptions of victim-survivors being subjected to coerced debt. The abuser
had taken out payday loans’ or applied for loans on the victim-survivor’s behalf using the latter’s
electronic identification details. Typically, the individuals were unaware that the abuser had
committed these acts. Alternatively, in some cases, the individual was pressured to apply for
consumer credit, even though the money was intended to go to the abuser:

‘The abuser has used the client’s bank account entirely for their own purposes, taking out payday or instant
loans using the client’s online banking ID’ (S1P68).

The respondents noted that, in addition to causing financial harm to the victim-survivor, abusers
also used digital devices to threaten further financial damage. For example, one individual who had
checked into a domestic violence shelter was harassed by the abuser through text messages, emails,
phone calls and other means, while the abuser simultaneously destroyed the possessions the victim-
survivor had left in their home.

Digitally facilitated economic control

The second theme encompasses two forms of digitally facilitated economic control: 1) taking
control of the victim-survivor’s finances and 2) monitoring them through digital platforms.
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Unlike the earlier category, in which the motivation was financial gain, these actions were driven by
a desire to dominate and restrict the victim-survivor’s autonomy. The professionals described
situations in which the abuser took control of the victim-survivor’s finances by taking charge of
the individual’s bank account or seizing their credit or debit card. In some cases, the victim-survivor
was unaware that the abuser had obtained their electronic identification details, while in other
instances, the abuser explicitly demanded that the victim-survivor provide this information.

Demanding the victim-survivor’s electronic identification details was the most frequently men-
tioned form of DFEA. In some cases, victim-survivors had access to their own bank accounts,
although the abuser monitored the flow of money in and out. However, there were also situations in
which the abuser took control of all the victim-survivor’s financial affairs, leaving the individual
without access to or information about their own funds. In the most extreme cases, victim-
survivors — typically women from immigrant backgrounds — were unaware that electronic identi-
fication existed, leaving the abuser free to exploit it without their knowledge.

Sometimes, there are situations in which the client has intentionally not been provided with training and
guidance on how to use their online banking ID or any other digital services. So, there may be situations in
which all digital activities have been in the wrong hands. (S1P13)

Regardless of skills and IT skills and digital skills, the language barrier still has an impact. Take, for example,
errands for the Social Insurance Institution—to fill out documents only in Finnish. Even if you speak English.
I had those clients. They can’t fill out information in Finnish because everything is in Finnish when you open
the webpage. That’s why abusers often manage these things on behalf of the client. (S2I3P1)

The respondents reported that electronic identification enables abusers not only to monitor and
control the victim-survivor’s financial status but also to access a range of personal accounts and
sensitive information.

The abuser has gained access to the victim’s online banking ID and used it to access, for example, the client’s
Kanta health services.* And [the abuser] monitors what health services the client uses and what they discuss.
(S1P106)

In this case, electronic identification enabled abusers to access private and sensitive information,
which can lead to increased violence and endanger the safety of the victim-survivor.

The respondents also mentioned how digital platforms and devices allow abusers to track victim-
survivors’ whereabouts. For example, if an abuser has access to the individual’s online banking
services or loyalty card usage data, they can determine the victim-survivor’s location by monitoring
their transactions. Another significant challenge is the fraudulent use of victim-survivors’ electronic
identification details to assume power of attorney, enabling the abuser to act on the victim-
survivor’s behalf without their knowledge or consent. As the following example illustrates, digital
environments enable an abuser to monitor the victim-survivor, even if one has sought help and
attended a shelter.

And then also just using digital services on behalf of the client - that, for example, in OmaKela, and other such
[services]. Digitally, the health centres, Maisa® and others, they pose a somewhat large problem. Then, there’s
power of attorney to all of those, and the abuser can use it, for example, to gain information about the client
while they’re at a violence shelter - that, okay, now there’s a scheduled appointment somewhere, and that
they’ve seen a doctor to discuss the violence experienced. And that may show up in Maisa, and that’s really
so ... a really abhorrent situation. (S§113P2)

Discussion

This study presents qualitative findings on the types of DFEA that emerge within intimate relation-
ships. These types were reported by clinical professionals who worked with victim-survivors of
violence. According to these professionals, DFEA is a common form of violence characterized by
various acts. Complementing earlier research on post-digital societies, this study demonstrates that
digital technologies have become an integrated part of people’s everyday lives (Cramer 2015). In the
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context of DFEA, these technologies provide platforms and practices that can be used to inflict
harm. Financial technologies and electronic identification methods, in particular, create platforms
for controlling and inflicting serious harm on victim-survivors (see also Bellini 2023; Nyman,
Evertsson, and Henrikson 2023). These tools allow abusers to cultivate a sense of omnipotence and
omnipresence, making victim-survivors feel that they can be monitored or harmed at any time and
from any location (Woodlock 2017).

The findings of this study suggest that DFEA can be divided into two main categories: digitally
facilitated economic exploitation and digitally facilitated economic control. According to recent
studies, exploitation and restrictions on financial access are the most common forms of non-digital
EA (see Adams et al. 2023). This suggests that the underlying dynamics of digital and non-digital
EA are similar, even as the platforms and tools through which abuse is perpetrated differ. This study
did not explicitly explore intimate partner violence as a manifestation of violence against women,
and it did not specify the gender of the victim-survivors in the respondents’ descriptions. However,
the data and examples strongly suggest violence in which the victim-survivor is a woman. This is
further evidenced by the fact that, at shelters in Finland — where most of the data were collected—
90% of adult clients are women (Finnish Institute for Health and Welfare 2024). Therefore, the
results of this study support the observation that women are at particular risk for DFEA (see also
Woodlock, Bentley, et al. 2020b).

The findings illustrate three distinct forms of digitally facilitated economic exploitation: stealing
the victim-survivor’s money, misusing their identity for financial gain and threatening to cause
financial harm. The results portray instances in which the abuser exploits the victim-survivor’s
online banking services, such as mobile banking or money transfer applications, to access the
individual’s funds without their consent. Earlier studies of EA (see Cook et al. 2024; Kaittila,
Hakovirta and Kainulainen 2024) indicate that there are instances in which the abuser may exploit
societal services or benefit systems as part of their exploitative behaviour. The present study
illustrates how the digitalization of services and benefits facilitates this type of abuse. Abusers can
apply for welfare benefits, such as childcare allowances, in the victim-survivor’s name online and
misuse the funds for their own purposes, as these benefits are primarily administered electronically.
Rectifying these situations can be particularly challenging for individuals, especially if they are not
native Finnish speakers, since advisory services are predominantly conducted online, primarily in
Finnish, and in-person guidance has significantly decreased (Pennanen et al. 2023). Identity misuse
further extended to taking out loans or ordering goods in the victim-survivor’s name, acts typically
enabled by access to the victim-survivor’s electronic identification details.

Digitally facilitated economic control refers to situations in which the abuser monitors and
controls the victim-survivor’s finances through digital platforms. Controlling another’s finances is
a traditional form of abuse. In the past, victim-survivors of violence were forced to collect receipts
for all transactions; now, digital technologies enable abusers to monitor their partners in real time
by using stolen electronic identification details or by coercing their partners into granting access to
their online banking accounts or loyalty card data. As Nyman, Evertsson, and Henrikson (2023)
argued, digital financial services limit opportunities for victim-survivors to hide or destroy financial
information they want to keep private. The results of the present study indicate that, in addition to
financial information, electronic identification details may grant access to information that extends
well beyond financial matters, including access to individuals’ health information. Therefore,
electronic identification poses a significant threat to the safety and privacy of victim-survivors.

This study responds to the documented need to conceptualize and further develop a theoretical
understanding of EA within intimate relationships (Postmus et al. 2020). To theorize DFEA as
a phenomenon, our findings indicate that it is necessary to integrate two strands of scholarship—(1)
economic abuse theory (see Postmus et al. 2020) and measurement (Adams et al. 2020), which
conceptualize the economic domain of intimate partner violence IPV through control and exploita-
tion - and (2) technology-facilitated coercive control (Dragiewicz et al. 2018; Woodlock 2017),
which explains how networked technologies amplify omnipresence and omnipotence, enabling
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perpetrators to be everywhere, to surveil and to project power beyond physical proximity. In our
data, electronic identification systems, online banking and connected devices extend routine
financial control and economic exploitation into spaceless yet persistent patterns of domination.
Thus, DFEA is best understood not as a new logic of abuse but as an intensification and institu-
tionalization of economic control and exploitation through digital systems.

In summary, while classifying EA by the acts themselves remains analytically valuable, our
results underscore that forms of violence overlap and interlock, and their interpretation requires
shared conceptual frameworks that connect economic control and exploitation to coercive control
and its technology-facilitated affordances. This integrated perspective helps explain DFEA’s entan-
glement with other IPV modalities and its embeddedness in financial and institutional systems,
thereby advancing theoretical understanding of how economic domination is maintained and
magnified in post-digital societies.

In recent years, the phenomenon of DFEA has garnered academic attention (Bellini et al.
2023; Nyman, Evertsson, and Henrikson 2023). Studies conducted in various countries have
identified common patterns, indicating that perpetrators of DFEA exploit, monitor, restrict
and sabotage their victim-survivors’ financial well-being using digital tools. However, each
study has revealed new dimensions of the phenomenon. These studies clearly demonstrate
how societal practices and platforms facilitate such abuse, underscoring the ongoing need to
explore the observed forms of DFEA and their consequences across different societal
contexts.

This study has some acknowledged limitations. First, the data were not specifically centred
on DFEA; they emerged as a secondary theme described by the participating professionals in
their responses to the questionnaire and during the interviews. Therefore, a dedicated study
designed specifically around DFEA is needed to develop a more comprehensive understanding
of this form of abuse. Another issue with the data is the limited sample. Clinical professionals
who work with victim-survivors of violence provided their perspectives on DFEA. By exploring
the experiences of other professionals, such as police officers or financial counsellors, a different
understanding of the types of DFEA can be reached. Exploring this phenomenon from
a multiprofessional perspective would provide new insights for understanding this type of
violence (Notko et al. 2022).

Implications

The results of this study contribute to the recognition and understanding of various types of DFEA.
They also provide insights into how current digital systems and practices may inadvertently
facilitate DFEA. This study strongly supports an observation made by Nyman, Evertsson, and
Henrikson (2023) that digital financial services are predicated on the implicit assumption that
threats to financial security originate from outside the family. Consequently, a critical re-
examination of digital practices and platforms is necessary to address the structural vulnerabilities
that enable DFEA.

This study highlights the significance of promoting awareness of the various forms of DFEA. In
turn, this could encourage discussions of the experiences of victim-survivors and the reduction of
the stigma associated with these experiences. Communication efforts should be directed at two
distinct groups: the general public and professionals who may encounter victim-survivors of DFEA.
Awareness is the first step towards obtaining help or developing effective support practices. In
addition, tools and processes should be developed for services through which social, health and
legislative professionals encounter victim-survivors, as well as for financial and technological
institutions.

In addition to identification and intervention, the prevention of DFEA should be a key focus.
This requires promoting cooperation between different actors in society, such as policymakers;
social and health service providers; law enforcement personnel, such as police and prosecutors; and
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financial and technological institutions. Identifying the factors that enable DFEA at the national
level is essential for determining the actions needed to eliminate such behaviour.

High-quality material on this objective is already available - for instance, from the Safety Net
Project (National Network to End Domestic Violence n.d.), which supports the fight against DFEA
in various sectors. Similar material should be developed in other countries, tailored to their
respective national contexts, legislation and relevant stakeholders. Practical applications could
include developing screening tools for social and healthcare professionals and bank employees to
help them recognize DFEA, as well as developing training modules that explain what DFEA is, how
to screen for it and how to support and advise clients experiencing DFEA within the boundaries of
the professional’s own role.

Notes

1. THL is responsible for the guidance, assessment, development, and national coordination of domestic
violence shelters in Finland. These services are regulated by the Shelters Act (30.12.2014/1354), which
defines a shelter as a 24/7 crisis work unit that providing secure housing, psychosocial support,
counselling, and guidance to anyone who has experienced or is threatened by domestic violence,
regardless of age or gender.

2. MobilePay is a mobile payment application used in Finland. The service allows payments by means of a
smartphone application.

3. A payday loan is a short-term unsecured loan, often characterized by high interest rates.

4. The Kanta Services are a set of digital services that store citizens” social welfare and health care data.
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