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Abstract—The release of differentially private (DP) synthetic
data has been proposed as a solution to sharing sensitive
individual-level medical data for statistical analysis and machine
learning model development. The approach holds promise to
generate realistic data that preserves many of the statistical
properties of the original data while giving privacy guarantees
that bound the risk of leaking any sensitive information about the
individuals in the data. However, evaluating the generalization of
machine learning models trained on DP-synthetic data remains
an open question. A model selected based on its accuracy on
synthetic data does not necessarily generalize well to real-world
data, leading to poor results and incorrect insights. In this study,
we experimentally compare two different protocols for model
evaluation and hyperparameter selection for classifiers trained
on DP-synthetic medical data. In the first protocol, we use only
synthetic data for model selection and final evaluation of selected
model, whereas in the second one, we assume limited DP access
to a private real validation and test set held by the data curator.
Our results provide novel insights into the practical feasibility
and utility of different evaluation protocols for classifiers trained
on DP synthetic data based on a comprehensive empirical study.

I. INTRODUCTION

Sharing individual-level medical data is challenging due to
privacy concerns and strict regulation like GDPR [1]. These
factors limit the availability and usability of medical data
for tasks such as statistical analysis and machine learning.
Synthetic data generation has been proposed as a method
to overcome these difficulties. Unfortunately, it has been
repeatedly shown, that synthetic data is not inherently privacy
preserving [2], [3]. It is well known that the outputs of machine
learning (ML) models [4], can leak information about their
training data, and generative models used to create synthetic
data are no different in this respect. The most widely accepted
solution to fix this shortcoming is to combine generative
models with differential privacy (DP).

DP is a mathematical framework proposed by Dwork et
al. [5], which quantifies and enforces privacy by injecting
statistical noise to results of computations done on sensitive

data. It provides a probabilistic guarantee on how much
information can be learned about any individual from the
computations, that could not be inferred if the individual was
not present in the data.

In recent years, many different approaches to generate DP
synthetic data have been proposed [6]–[11]. One standard way
of measuring the quality of DP-synthetic data and the method
its been generated with, is to train what is called a downstream
model on the synthetic data and to evaluate it against a
real dataset. In works conducting such evaluations, the focus
has been on the synthetic data generation methods rather
than questions regarding the downstream model selection and
evaluation [8], [12], [13].

There is no clear consensus on how model selection and
evaluation for models trained on DP-synthetic data should be
set up between the data curator and the analyst. The question
of whether one can or should use only synthetic data for model
selection and evaluation is highly non-trivial. This is because
enforcing privacy through DP always comes with a cost, and
DP synthetic data is by definition, a distorted version of the
real data and does not yield the same results as the original
would [14] [5], [15]. Synthetic data are an approximation of
the real data that may not capture all aspects of that data.
Consequently, a setup where the model selection and final
testing of a downstream model is done using only on synthetic
data may lead to worse results and incorrect insights compared
to the case where some real data can be used. This work aims
to address the aforementioned gap in the literature concerning
downstream model selection and evaluation with DP-synthetic
data. Two data access protocols are considered:

1) In protocol A (Syn-Only) the analyst has access only to
DP-synthetic data to validate and test the model.

2) In protocol B (Syn-Real) a DP-query is allowed to be
performed on private held-out data from the curator’s
side. This data is never shown to the analyst, but analyst
is able to submit the models trained on DP-synthetic data
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done in a DP-manner using the exponential mechanism
[23]. The best DP-hyperparameter set is released back
to the data analyst as depicted in Figure 1. Lastly, the
analyst sends the final trained model back to the curator
to be tested on the private test set. The accuracy of the
final model is released to the analyst DP-wise using the
Laplace mechanism [5] utilizing the remaining privacy
budget.

III. EXPERIMENTS

A series of experiments, where DP-synthetic data was gen-
erated based on real tabular medical data, were conducted to
empirically compare the data access protocols for downstream
model selection and evaluation.

A. Datasets

We consider three datasets from the medical domain (see
Table I).

1. The Prostate Cancer Dataset (IMPROD) [24] orig-
inates from two clinical trials, NCT01864135 (IMPROD)
and NCT02241122 (MULTI-IMPROD), both approved by the
Institutional Review Board and all patients provided written
informed consent. This dataset consists of 500 prostate cancer
patients, including their clinical variables, blood biomarkers,
MRI features, and a binary label indicating the patient’s condi-
tion (242 in the high-risk group and 258 in the benign/low-risk
group).

2. The Diabetes Dataset (Diabetes) [25] is a commonly
used benchmark dataset in machine learning. It includes vari-
ous measured health features such as blood pressure, BMI and
insulin levels In addition, a binary label indicates the patient’s
condition. The dataset contains 268 diabetic patients and 500
non-diabetics.

3. Kaggle Cardiovascular Disease Dataset (Cardio) is
publicly available at [26]. The dataset contains examination
features such as glucose and cholesterol, subjective features
like alcohol intake and physical activity and a binary label
indicating the presence or absence of cardiovascular disease. In
this study 10000 samples were used which have been chosen
randomly using a stratified selection to preserve the proportion
of the labels. The number of patients having cardiovascular
disease is 4995 while 5005 patients do not have the disease.

TABLE I
DATA SETS, NUMBER OF RECORDS, FEATURE TYPES AND FRACTION OF

THE POSITIVE CLASSES

Dataset Records Categorical Numeric positive(%)
IMPROD 500 5 4 48%
Diabetes 768 1 8 35%
Cardio 10000 7 5 50%

B. Experimental setting

Model selection and final model evaluation is done fol-
lowing either protocol A or B. Also, the true classification
accuracy of the final model is calculated with a held-out private

test set. The values of ϵ utilized are reported in Table II. In
protocol A, the whole privacy budget (ϵ) is used to generate the
synthetic data, whereas in protocol B, privacy budget is divided
between data generation (12 ϵ), model selection (14 ϵ) and
testing (14 ϵ). For MST and MWEM-PGM, the value of δ
was set to 1e−5. The generative models used in this study only
accept categorical features, therefore, all the continuous valued
features in each data set have been discretized into number
of bins based on literature and the curator’s knowledge. The
open source implementation for Privbayes used can be found
from [27]. The implementations of MWEM-PGM and MST
are those depicted in [7]. All parameters of the DP synthetic
data generation methods were left to their default values.

For each of the protocols we have repeated the experiments
100 times. The test median accuracy of these repetitions are
reported for the final chosen classifier.

In each round of iterations the private data is divided
randomly into (new) train (60%), validation (20%) and test
(20%) sets. Secondly, a DP-generative model is trained on the
train set and DP-synthetic data is sampled. In protocol A for
each synthetic train, validation and test sets, 1000 data points
are sampled from the trained DP-generator. For protocol B,
1000 data points are sampled for synthetic train set.

A number of classification models corresponding to differ-
ent hyperparameter choices are trained on the released DP-
synthetic data. The final chosen classifier is selected either
based on having highest accuracy on synthetic validation data
(protocol A) or a DP-query about which model has highest
accuracy on real validation data (protocol B).

As a point of comparison representing an upper bound on
the accuracy achievable with these data sets, we also report
the classification accuracy of models trained using the original
private real training data.

C. Downstream classifier

In the experiments, we tested the model selection and
evaluation protocols for a widely used non-linear classification
method, regularized least-squares (RLS) [28]. For RLS with
RBF kernel we select kernel width γ and regularization
parameter λ using similar grid as suggested by [29]. Major ad-
vantage of using RLS is efficiency of tuning the regularization
parameter. The range of tested hyper-parameters is reported in
Table II. The RLS implementation is from the RLScore library
[30].

IV. RESULTS

Figure 2 represents a single repetition of the experiment
for protocol B, visualizing the classifier’s hyperparameter
search result on Cardio data, with ϵ = 90 and MWEM-
PGM generative model. The heatmap visualizes the parameter
grid search for the RLS classifier, plotting the validation set
accuracy for classifiers trained with each possible combination
of the hyperparameters. The model is chosen among the
tested hyperparameter combinations using exponential noise
mechanism [16], The amount of noise used for the selection
depends on the amount of epsilon reserved for model selection.







performed the best in terms of downstream classifier accuracy,
which is in line with results reported in other studies based
on DP-synthetic tabular data generation [13]. It should be
noted that MWEM-PGM resulted in overoptimistic accuracy
values compared to the accuracy obtained when trained only
on the private data (dashed line in Figure 4). It appears that
in comparison to MST and Privbayes, MWEM-PGM is able
to approximate underlying distribution of the real data whilst
consuming less privacy budget.

Finally, the results highlight the need for caution when
using only synthetic data for evaluating the accuracy of a
trained classifier. When the ϵ values used for data generation
is small, specially for the datasets with fewer samples, the data
generator tends to generate DP-synthetic data with unbalanced
binary class labels which hinders the accuracy. While synthetic
validation data was often useful for selecting classifier hyper-
parameters, the actual accuracies obtained on synthetic test
data were sometimes very high even for classifiers that would
achieve a random level of performance on real data. Thus,
it appears that even when it is possible to do both classifier
training and model selection using only synthetic data, some
real test data may still be required if one needs an unbiased and
reliable estimate about the prediction accuracy of the classifier.

Our study has several limitations to be addressed in future
work. One limitation was the assumption of discrete input
data. How well the continuous data is transformed into discrete
values has a significant impact on the quality of the generated
DP-synthetic data [6], [8]. Secondly, the impact that the
number of sampled synthetic data has on the results should be
further investigated. Finally, a broader selection of classifiers
should be tested and evaluated with both proposed protocols.
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