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 A B S T R A C T

Driven by the technological advances of recent years and the opportunity to interact in real-time with others 
worldwide, toxicity in multiplayer games emerged as a major issue impacting players’ well-being and the 
eSports industry—a lose–lose situation. Despite its urgency, there remains a lack of consensus on the definition 
of toxicity. To address this, we conducted a systematic literature review (𝑁=853), identifying 32 articles in 
human–computer interaction databases. Analyzing the identified articles using inductive content analysis, we 
present (i) a complex picture of various toxicity conceptualizations in the existing literature, (ii) a unifying 
multidimensional definition for toxicity, (iii) a demonstration of the definition’s application as a sequential 
process relating to widely encountered acts of toxicity, and (iv) recommendations for future research on 
toxicity, particularly in the growing domain of eSports. Specifically, we provide the following definition for 
toxicity in multiplayer online games: "A collective term for acts that are perceived as disruptive by other players 
that do not occur as a requirement of gameplay that can take different (a) forms of interaction (text and/or speech 
and/or behavior), (b) targets (teammates and/or opponents), (c) intentions (external and/or internal), and (d) timing 
(action and/or reaction)."
1. Introduction

Toxicity has become one of the most significant challenges in pop-
ular and commercially successful multiplayer games, such as League 
of Legends (LoL), Defense of the Ancients 2 (DOTA 2), and PlayerUn-
known’s Battlegrounds (PUBG). These games are at the forefront of 
the rapidly growing phenomenon of eSports, the competitive play of 
video games (Cestino, Macey, & McCauley, 2023; Kordyaka, Pumplun, 
Brunnhofer, Kruse and Laato, 2023; Scholz, 2020). As a novel form 
of aggressive behavior, the meaning of the scientific term ‘‘toxicity’’ 
was brought to the fore by scientists a good ten years ago, such 
as Blackburn and Kwak (2014) and Kwak (2014). Toxicity is enabled by 
the need for real-time interaction and competition with other players 
(e.g., Ma, Li, & Kou, 2023; Mandryk et al., 2023; Sparrow, Gibbs, & 
Arnold, 2021). Previous research has already shown that toxicity leads 
to substantial negative consequences in terms of player experience 
and mental health (e.g., Kordyaka, Laato, Weber, & Niehaves, 2024; 
Kowert, 2020; Kowert & Cook, 2022) and the resulting economic 
impact due to player attrition (e.g., Alliance & League, 2020; Kordyaka, 
Jahn, & Niehaves, 2020). Having recognized and communicated the 
negative consequences of such behavior some time ago (e.g., Alliance 
and League (2020) and Kowert, Botelho, and Newhouse (2022)), de-
velopers have taken various measures to combat toxicity, including 
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(i) the ability for players to block and mute unwanted interactions 
(e.g., Kordyaka et al., 2020; Türkay, Formosa, Adinolf, Cuthbert, & 
Altizer, 2020), (ii) the introduction of honor systems that reward posi-
tive interactions (e.g., Marques, Schumann, & Mariconti, 2024; Poeller, 
Dechant, Klarkowski, & Mandryk, 2023; Poeller & Robinson, 2024) 
and (iii) recognizing and punishing offenders (e.g., Kordyaka, Klesel, 
& Jahn, 2019; Kou, 2021). However, despite these measures, toxicity 
in multiplayer players remains a widespread problem, and how best to 
address and manage it is unclear.

In this regard, a particular challenge in dealing with toxicity is 
the lack of a shared understanding of the concept of toxicity and the 
behaviors associated with it. Although various authors have already 
attempted to define toxicity, such as Türkay et al. (2020), who describe 
toxicity as an ‘‘umbrella term for various forms of negative behavior 
by players in online environments’’, or Frommel and Mandryk (2024), 
who understand toxicity as ‘‘disruptive behaviors that are perceived 
as harmful by others’’, it is still unclear when and in which game 
situations players experience these negative or disruptive behaviors of 
other players and which aspects should be taken into account. This 
is partly due to two reasons. Firstly, there are usually general and 
unspecific definitions (e.g., a collective term of negative behaviors) 
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used by researchers. Secondly, and most importantly, the idiosyncratic 
characteristics of the environment (e.g., interaction in real-time, dis-
inhibition) and the resulting manifestations of toxicity are often not 
sufficiently considered in comparison to older constructs of aggressive 
behavior. To make matters worse, the literature sometimes refers to 
different and supposedly contradictory aspects in connection with tox-
icity. For example, the Fair Play Alliance (FPA) describes toxicity as a 
term that is ‘‘ambiguous and imprecise and encompasses very different 
aspects, such as conflicts caused by poor game design or matchmaking 
systems, intentionally inappropriate or abusive behavior by a player, 
or completely accidental misunderstandings without malice’’ (Alliance 
& League, 2020). But how can the above-mentioned group of toxic 
behaviors, such as malicious events be distinguished from accidental 
misunderstandings? To this end, a closer look at conceptualizations of 
existing work within human–computer interaction (HCI) research on 
toxicity seems helpful.

To better understand and develop suitable solutions to address 
the toxicity challenge, we need a comprehensive understanding that 
considers the multiple aspects of toxicity. Therefore, this paper asks 
the following research questions (RQs):
RQ1: How is toxicity described in existing HCI research?
RQ2: How can existing definitions of toxicity be summarized into a 
unified definition?

To answer these questions, we reviewed existing research on the 
definition of toxicity within HCI and derived a multidimensional defini-
tion (i.e., illustrating an explanation that encompasses multiple aspects 
or perspectives of a concept, considering various dimensions simul-
taneously to provide a more comprehensive understanding Vallerand, 
Deshaies, Cuerrier, BriÈre, & Pelletier, 1996) of toxicity. We followed 
the PRISMA 2020 checklist (Page et al., 2021) to guide our literature 
review. On this basis, we conducted an inductive content analysis on 
the identified articles (𝑁 = 32) using a codebook and broke down 
existing definitions into their various facets. Based on this, we propose 
a multidimensional definition of toxicity that touches on the conditions 
in which toxicity manifests. To demonstrate the added value of our 
definition, we used frequently used toxic behavior terms in HCI (such 
as cheating, flaming, or trolling) and mapped them into our identified 
dimensions of our definition.

Based on the empirical results of our work, we provide a com-
prehensive understanding of toxic behavior and its characteristics, 
laying the foundation for rigorous future research and the develop-
ment of accurate toxicity measurement tools. In addition, we present 
empirical findings that can promote human-centered design practice in 
developing facilitation systems to reduce toxicity. These insights aim 
to improve the theoretical and practical aspects of addressing toxic 
behavior in HCI research.

2. Related work

This section summarizes what the term ‘‘definition’’ encompasses 
in Section 2.1 and highlights previous work related to toxicity in 
Section 2.2.

2.1. Foundations for clear definitions

To better understand the objectives of our study, it is helpful to 
explain the basis for clear definitions and understandings of terms. In 
this paper, we understand a definition as a statement about the meaning 
of a concept or term (Bell, 2008). Clear definitions are essential in 
empirical research as they increase precision and clarity and ensure that 
every reader of a text can understand the variables and concepts used in 
the same way, thereby reducing ambiguity and confusion and avoiding 
misunderstandings (Rossi, 2006). They also enable researchers to apply 
terms consistently, which is crucial for the reliability of research re-
sults (Mohamad, Sulaiman, Sern, & Salleh, 2015). In addition, they also 
facilitate reproducibility, as they allow other researchers to repeat the 
2 
study and verify the results (Lyons, 1977). In summary, clear definitions 
enable comparability between different studies, create a coherent body 
of knowledge and promote understanding in a particular field.

In the context of definitions, it is important to know their build-
ing blocks better. Often in the context of definitions, a distinction 
is made between the two terms ‘‘definiendum’’ (what the definition 
attempts to explain) and ‘‘definiens’’ (characteristics that the definition 
encompasses) (Mitchell & Karttunen, 1992). In the context of our study, 
toxicity in video games is our definiendum, and we are looking for 
possible components of the definiens to provide clues to the who, 
what, when, where, why and how of toxicity in video games. Various 
taxonomies for the classification of definitions can also be found in the 
literature (Copi, Cohen, & McMahon, 2016; Flowerdew, 1992) (see Ta-
ble  1). Since one of the central aims of our study is to combine different 
existing definitions of toxicity, we want to derive a multidimensional 
definition of toxicity.

2.2. Previous toxicity research

Building on previous research on aggressive behavior on the in-
ternet (Balci & Salah, 2015; Lin, 2013; Williams & Clippinger, 2002; 
Zhen, Xie, Zhang, Wang, & Li, 2011), the concept of toxicity has been 
increasingly coming into focus within HCI research (Kwak, 2014; Neto, 
Yokoyama, & Becker, 2017; Türkay et al., 2020) for more than a 
decade. Toxic behavior has been studied in various settings, including 
the workplace, where it manifests as actions like verbal abuse, sabo-
tage, and undermining colleagues—creating a hostile environment that 
harms morale, productivity, and organizational health (Pelletier, 2010). 
However, for the purposes of our work, we want to focus exclusively 
on the context of video games, which allows us to control various 
confounding factors and influences such as workplace hierarchies, face-
to-face social cues, and career-driven motivations, and thus derive a 
definition of toxicity in the unique context of online gaming. Within 
the gaming context, researchers have repeatedly attempted to define 
the term or simply used it implicitly, often emphasizing the aspect 
of a collective term with a negative influence on gamers’ lives (Adi-
nolf & Turkay, 2018; Kou, 2020; Martens, Shen, Iosup, & Kuipers, 
2015). Researchers often initially equated toxicity with phenomena 
such as cyberbullying (Blackburn & Kwak, 2014; Kwak, 2014) and 
emphasized associated behaviors that lead to a negative mood during 
a game (de Mesquita Neto & Becker, 2018; Neto et al., 2017). Yet, 
unlike the other terms (i.e., aggressive behavior and cyberbullying), 
the emergence of toxicity is closely linked to the technological progress 
of recent years as it compasses distinct features that others do not 
have: (a) the possibility of interacting with other players in real-time 
and the sophisticated matchmaking system ensuring that there are no 
power-imbalances (Cavadenti, Codocedo, Boulicaut, & Kaytoue, 2016; 
Gong et al., 2020) and (b) the presence of online disinhibition and 
anonymity of players (Beres, Frommel, Reid, Mandryk, & Klarkowski, 
2021; Kordyaka et al., 2020). In addition to this confusion between 
the term of toxicity and other related ones, we see a lack of clarity 
within toxicity research defining toxicity. Nevertheless, to this day, no 
single definition has been able to encompass when, how, where toxicity 
occurs and what behaviors can be considered as toxic.

Considering relevant antecedents for toxic behavior, several pre-
liminary studies can be found. Online disinhibition, which describes 
the moral disinhibition in online contexts as well as the associated 
anonymity and perceived lack of consequences, was particularly influ-
ential (Kordyaka & Kruse, 2021; Lapidot-Lefler & Barak, 2012; Suler, 
2004). Furthermore, previous work has already shown that toxicity in 
many games is already normalized and part of the immanent gaming 
culture (Beres et al., 2021) and shows the influence of variables such as 
attitude, social norm, and behavioral control (Kordyaka et al., 2020). 
Also worth mentioning are (a) the dependence of players on each other 
and the existing competition as favoring factors in primarily multi-
player games (Kordyaka, Pumplun et al., 2023) and (b) the substantial 
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Table 1
Types of definitions.
 No Definition Explanation  
 1 Stipulative Establishes a new meaning for a term or redefines a term for a specific purpose to bring clarity to a discussion.  
 2 Lexical Describes how a term is commonly used in everyday language, aiming to reflect the known meaning of a term.  
 3 Clarifying Seeking to make the meaning of a term more precise, especially when that term is ambiguous.  
 4 Theoretical Explains a term in the context of a theory attempting to provide a deeper understanding of a term.  
 5 Persuasive Influences a particular opinion by framing a term in such a way that a certain judgmental connotation resonates.  
 6 Multidimensional Organizes a term by classifying it into dimensions based on specific characteristics.  
overlap of roles involved (i.e., perpetrators, victims, and bystanders), 
suggesting a general susceptibility of players to toxic behavior ques-
tioning the existing understanding (Kordyaka, Laato, Jahn, Hamari and 
Niehaves, 2023).

One aspect that has also been repeatedly emphasized in research 
is the negative consequences of toxicity for game developers and the 
eSports industry as a whole (Kordyaka et al., 2020; Kordyaka & Kruse, 
2021), which is also one of the reasons why the industry has increas-
ingly founded various initiatives in recent years that have dealt with 
ways of limiting toxicity, such as the FPA and the Anti-Defamation 
League (Alliance & League, 2020; League, 2021). Accordingly, game 
developers have already developed and applied various tools to limit 
and buffer the challenges related to toxic behavior. Notable in this 
regard are tools for identifying toxic behavior, such as (a) algorithms 
and artificial intelligence (AI)-driven systems that automatically detect 
offensive language and inappropriate behavior in chat (Costa, Drachen, 
Souza, & Xexéo, 2023; Yang, Grenon-Godbout, & Rabbany, 2024); (b) 
reporting that allows players to report problematic content or behavior 
via integrated functions (Kordyaka et al., 2019); (c) filtering mecha-
nisms that automatically filter out profanity and offensive language 
from chat messages before they are displayed to other players (Adinolf 
& Turkay, 2018); (d) mute and avoid functions that allow players to 
mute other players or put them on an ignore list to avoid future inter-
actions (Canossa, Salimov, Azadvar, Harteveld, & Yannakakis, 2021). 
What all these tools have in common, however, is that toxicity is still 
an unresolved issue. Game developers also often use sanctions such as 
temporary bans, permanent bans, or other penalties to hold players 
accountable who repeatedly violate rules of conduct (Kou, 2021).

For our work, we aim for deriving an unifying definition of toxicity, 
as it allows us to describe the concept of toxicity by breaking it down 
into different building blocks. It also allows us to integrate differ-
ent understandings of toxicity into a coherent whole, facilitating the 
comparison, and understanding of the relationships between different 
interpretations of toxicity in a given context. This seems particularly 
relevant in our study of toxicity in video games, as the term toxicity 
is already used in other contexts, albeit with different meanings. To 
mention in this context, without claiming to be exhaustive, are (a) 
toxic masculinity (e.g., refers to cultural norms and behaviors that 
promote rigid and harmful stereotypes of masculinity that emphasize 
dominance, emotional suppression, and aggression) and (b) toxicity in 
the workplace (e.g., harmful behaviors, attitudes, or environments that 
create a negative, hostile, or dysfunctional work culture) (Appelbaum 
& Roy-Girard, 2007; Kusy & Holloway, 2009).

3. Methodology

To contribute to a comprehensive understanding of how the existing 
literature defines toxicity, we conducted a systematic literature re-
view (Booth, James, Clowes, Sutton, et al., 2021). Systematic literature 
reviews seek to synthesize existing research, ensuring robust evidence-
based conclusions and identifying gaps for future study (Munn et al., 
2018; Pollock & Berge, 2018) and have been increasingly performed 
in the HCI context (Laato, Tiainen, Najmul Islam, & Mäntymäki, 2022; 
Rogers et al., 2024).
3 
For our systematic review, we followed the recommendations of the 
Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) reporting checklists (Moher et al., 2015; Page et al., 2021) 
and illustrated our review procedure in Fig.  1. Nevertheless, we echo 
the findings of the recent paper on the use of PRISMA in HCI pa-
pers (Rogers et al., 2024); some items of the PRISMA checklist were not 
applicable to our review, such as the 13e (i.e., causes of heterogeneity), 
since we did not perform any statistical procedures in our review. 
Following the best practices (Moher et al., 2015; Shamseer et al., 2015), 
we supplement our review with a PRISMA protocol (see Appendix  B).

Overall, our review consisted of seven steps: (i) search strategy (ii) 
identification of articles, (iii) screening step, (iv) eligibility step, (v) 
backward snowballing step, (vi) data extraction, and (vii) inductive 
content analysis of identified papers.

To specify our search strategy, we conducted several informal (pre-
liminary) searches using basic terms (e.g., toxicity, video games) in 
the ACM Digital Library (The ACM Full-Text Collection)1 to identify 
relevant components of an appropriate search term for our study. After 
doing so, due to a discussion between three researchers, we specified 
a search term consisting of the components definiendum, definiens, 
context, and time interval, whereby all components were connected 
with an AND. Since a search term is by nature often incomplete or 
at least limited in scope, as it cannot include all possible relevant 
terms, variations, or nuances of a term, we adopted a backward snow-
ball approach to iteratively broadening our search. This technique 
begins with a core set of identified relevant studies or sources and 
systematically follows up their references (i.e., cited works) to identify 
additional, possibly missed articles (Jalali & Wohlin, 2012). We list our 
search terms and details in Table  2. Additionally, following previous 
studies (Karaosmanoglu, Cmentowski, Nacke, & Steinicke, 2024; Laato 
et al., 2022), we decided to select a total of six relevant databases 
to examine in more detail: (i) Association for Computing Machinery 
(ACM) Digital Library (The ACM Full-Text Collection), (ii) Association 
for Information Systems (AIS) eLibrary,2 (iii) Scopus,3 (iv) Taylor & 
Francis,4 (v) Emerald,5 and (vi) Web of Science6 as the context for our 
search.

Overall, we chose Covidence and Excel as software solutions for the 
following steps of our review as they facilitate efficient screening of 
studies, data extraction, and collaboration between researchers (Keller-
meyer, Harnke, & Knight, 2018).

3.1. Identification of records

After deciding on a search query, we searched the six selected 
databases in January 2024. We downloaded all the identified papers’ 
bibliographic information in .csv format and then uploaded them to 

1 https://dl.acm.org/.
2 https://aisel.aisnet.org/.
3 Scopus indexes many journals and computer science relevant databases, 

such as IEEExplore https://www.scopus.com/.
4 https://www.tandfonline.com/.
5 https://www.emerald.com/insight/.
6 https://www.webofscience.com/wos/author/search.

https://dl.acm.org/
https://aisel.aisnet.org/
https://www.scopus.com/
https://www.tandfonline.com/
https://www.emerald.com/insight/
https://www.webofscience.com/wos/author/search
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Fig. 1. Literature search with screening and eligibility testing.
Table 2
Search term components.
 Component Search term  
 Definiendum (‘‘toxicity’’ OR ‘‘toxic behavior’’ OR ‘‘toxic behaviour’’)  
 Definiens (‘‘definition’’ OR ‘‘define’’)  
 Context (‘‘esport’’ OR ‘‘e-sport’’ OR ‘‘dota2’’ OR ‘‘dota 2’’ OR ‘‘cs: go’’ 

OR ‘‘csgo’’ OR ‘‘counterstrike’’ OR ‘‘counter-strike’’ OR 
‘‘pubg’’ OR ‘‘playerunknown*’’ OR ‘fortnite’ OR ‘lol’ OR 
‘valorant’ OR ‘r6 siege’ OR ‘overwatch’ OR ‘call of duty’ OR 
‘hearthstone’ OR ‘heroes of the storm’ OR ‘halo 5’ OR ‘moba’ 
OR ‘game’)

 

 Time interval 01/2014 to 12/2023  

Covidence.7 Our search yielded a total of 853 articles (see Table  3): 

7 https://www.covidence.org/.
4 
the ACM Digital Library (𝑛 = 161), the AIS eLibrary (𝑛 = 112), Scopus 
(𝑛 = 187), Taylor & Francis (𝑛 = 300), Emerald (𝑛 = 87), and Web of 
Science (𝑛 = 6). After combining databases, we removed 29 duplicates. 
This left 824 records at the end of the identification phase.

3.2. Screening of identified records

In the screening phase, we reviewed the 824 records based on 
their titles and abstracts using our inclusion and exclusion criteria (see 
Table  4). This step was performed by two of the authors independently 
deciding on either inclusion or exclusion of the identified papers. Con-
sequently, a total of 766 records were excluded, with the most common 
reasons for exclusion being that they were either not conducted in 
the context of video games (e.g., toxicity on Twitter Jhaver, Boyl-
ston, Yang, & Bruckman, 2021; Kim, Kim, Kim, & Jang, 2022; Maity, 
Chakraborty, Goyal, & Mukherjee, 2018) and/or described on the out-
side of video games context (e.g., organizational psychology Bendell, 

https://www.covidence.org/
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Table 3
Number of records discovered in the initial search.
 Database Number 
 ACM Digital Library 161  
 AIS eLibrary 112  
 Scopus 187  
 Taylor & Francis 300  
 Emerald 87  
 Web of Science 6  
 Sum 853  
 Duplicates 29  
 Sum after duplicate removal 824  

Table 4
Inclusion and exclusion criteria.
 Criteria type Inclusion Exclusion  
 Language English Not written in English 

(e.g., Russian or German)
 

 Type Peer-reviewed full journal 
or conference papers

Preprints or Short papers 
(e.g., workshop papers)

 

 Context About toxicity in video 
games, including a 
definition

Toxicity on Twitter 
without references to a 
definition

 

 Perspective Approaches toxicity from 
an HCI perspective

Approaching the term from 
a legal perspective

 

 Time frame 01/01/2014 and 
12/31/2023

Not in the specified time  

Sutherland, & Little, 2017; Morley & Crossouard, 2016; Oleksiyenko, 
2018). Overall, the two authors agreed on the decision of 760 of the 824 
records reviewed, which corresponds to 92% agreement. The remaining 
disagreements between the reviewers were resolved in a consensus 
meeting. At the end of the screening phase, 58 studies remained in our 
analysis.

3.3. Eligibility of identified articles

In the eligibility phase, the remaining 58 articles were thoroughly 
reviewed based on full text independently between two coders. In 
addition to the inclusion and exclusion criteria we used in the screening 
step, we sequentially applied an eligibility check; we reviewed whether 
the papers contained a definition of toxicity in the context of multi-
player video games. As a result of this step, a total of 37 records were 
excluded, with the most common reasons for exclusion being that they 
were not full papers (e.g., workshop papers or work-in-progress pa-
pers) (Martens et al., 2015; Robinson, Hammer, & Isbister, 2019). The 
two authors agreed on 33 of the 37 records reviewed, corresponding to 
89% agreement. The remaining disagreements between the reviewers 
were also resolved in a subsequent consensus meeting. At the end of 
the phase, 21 papers remained in our analysis.

3.4. Backward snowballing approach

To ensure that we did not overlook any relevant papers (similar 
to other HCI papers Rogers, Karaosmanoglu, Wolf, Steinicke, & Nacke, 
2021), we conducted a reverse citation search: backward snowballing 
search (Kitchenham & Brereton, 2013). Accordingly, the lead author 
checked the reference lists of all the remaining 21 articles. If an article 
seemed potentially related to the research topic of our study based on 
its title, we performed the screening and eligibility procedures on it. 
For the identified articles, we again applied the backward snowballing 
approach. Overall, this procedure resulted in 11 additional articles, 
leading to a final set of 32 articles to be considered in the synthesis 
(see the full list of papers in Table  5).
5 
3.5. Data extraction

In this phase, we extracted data from the final set of 32 articles. For 
this, we created a data extraction form including the following fields:

1. Publication year of the study,
2. The authors of the study,
3. Outlet in which the study was published,
4. Main contribution of the study (see the extracted contribution 
texts in Table  A.9), and

5. The study’s toxicity definition (see the extracted definition texts 
in Table  A.8).

The data extraction process was performed by the two authors. First, 
the two authors familiarized themselves with the content of the iden-
tified papers. Then, using the form described above, both authors 
extracted the corresponding information. For the definition of toxicity 
in the papers, the authors checked if there were any (a) definitions or 
(if no explicit definition was given) an understanding of toxicity was 
reported (see all the definitions in Table  A.8). As with the previous 
steps, the data extraction was also performed independently. Both 
authors then met and summarized the results obtained.

3.6. Inductive content analysis

Since we aimed to provide an overview of how existing literature 
understands toxicity and to establish a definition for toxicity, we did 
not perform an additional assessment step to exclude papers based on 
their quality before our final analysis (i.e., appraisal step). Instead, 
we wanted to consider as many definitions of toxicity as possible in 
our review. However, we ensured that we only included full papers 
subjected to a peer-review process. With this, we aimed to create an 
overarching framework that summarizes the different understandings 
of toxicity and accounts for potential differences based on existing 
literature.

To analyze the extracted data from 32 remaining papers, we con-
ducted an inductive content analysis (Elo & Kyngäs, 2008; Harwood 
& Garry, 2003). Here, following the best practices (Newton, Rothlin-
gova, Gutteridge, LeMarchand, & Raphael, 2012) and other HCI review 
papers (Karaosmanoglu et al., 2024), we also provide a positionality 
statement to highlight how our backgrounds might have enhanced the 
data analysis: Two of the authors, who have extensively researched and 
published on toxicity in games, engaged with the analysis, leveraging 
their personal experience as active multiplayer players to bring a deep 
understanding of the natural conditions of such environments.

To create a unified codebook, two of the authors first reread the 
papers. Based on this familiarization step, they created inductive codes. 
To identify the inductive codes, the authors focused on identifying 
features that could potentially explain differences and similarities in 
the understanding of toxicity across the papers. Here, both authors 
relied on the definitions and contributions of the studies extracted 
in the data extraction phase (see Tables  A.8 and A.9). Both authors 
created their own codes and then met to unify and discuss them. 
These discussions led to refining, adding, or deleting codes. After two 
discussion meetings, the following codes were identified: text, speech, 
behavior, teammate, opponent, external, internal, action, and reaction. 
Additionally, in these discussion meetings, the authors grouped the 
codes into overarching dimensions by conducting an affinity mapping. 
With this, we aimed to identify comprehensive patterns of features that 
say something important about the data in relation to a multidimen-
sional definition of toxicity. Specifically, our final codes and dimensions 
were as follows, leading to our codebook:

1. The three codes text, speech, and behavior were grouped to-
gether as the category forms of interaction,

2. The two codes teammates and opponents were grouped together 
as the category target,
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Table 5
List of papers that are included in the analysis.
 No Papers No Papers  
 1 Blackburn and Kwak (2014) 17 Sparrow et al. (2021)  
 2 Kwak, Blackburn, and Han (2015) 18 Kou and Gui (2021)  
 3 Neto et al. (2017) 19 Reid, Mandryk, Beres, Klarkowski, and Frommel (2022b) 
 4 Kou and Gui (2017) 20 Kordyaka, Krath, Park, Wesseloh, and Laato (2022)  
 5 de Mesquita Neto and Becker (2018) 21 Kowert and Cook (2022)  
 6 Sengün, Salminen, Mawhorter, Jung, and Jansen (2019) 22 Reid, Mandryk, Beres, Klarkowski, and Frommel (2022a) 
 7 Kordyaka et al. (2019) 23 Lee, Johnson, Tanjitpiyanond, and Louis (2022)  
 8 Kou (2020) 24 Monge and O’Brien (2022)  
 9 Türkay et al. (2020) 25 Kordyaka, Park, Krath and Laato (2023)  
 10 Kordyaka et al. (2020) 26 Kordyaka, Laato, Jahn et al. (2023)  
 11 Kowert (2020) 27 Poeller et al. (2023)  
 12 Shen et al. (2020) 28 Kordyaka, Stelter, Laato and Niehaves (2023)  
 13 Hilvert-Bruce and Neill (2020) 29 Frommel, Johnson, and Mandryk (2023)  
 14 Canossa et al. (2021) 30 Liu and Agur (2023)  
 15 Kordyaka and Kruse (2021) 31 Kordyaka, Laato, Hamari , Scholz and Niehaves (2023)  
 16 Beres et al. (2021) 32 Ma et al. (2023)  
Table 6
Publication outlets of the final set of records.
 Outlet Number Type Publisher  
 ACM Conference on Human Factors in Computing Systems 7 Proceedings ACM  
 Hawaii International Conference on System Sciences 5 Proceedings ScholarSpace 
 ACM Annual Symposium on Computer–Human Interaction in Play 4 Proceedings ACM  
 Entertaining Computing 2 Journal Elsevier  
 Computers in Human Behavior 2 Journal Elsevier  
 International World Wide Web Conference 1 Proceedings ACM  
 International Conference on Web Intelligence 1 Proceedings IEEE  
 Conference on Hypertext and Social Media 1 Proceedings ACM  
 GamiFIN 1 Proceedings CEUR  
 Internet Research 1 Journal Emerald  
 IEEE Transactions on Games 1 Journal IEEE  
 Media Psychology 1 Journal Routledge  
 Games and Culture 1 Journal Sage  
 Frontiers in Psychology 1 Journal Frontiers  
 Transactions in Social Computing 1 Journal ACM  
 Safer Communities 1 Journal Emerald  
 Computers in Human Behavior Reports 1 Journal Elsevier  
 Sum 32   
3. The two codes, external and internal, were grouped together as 
the category intention,

4. The two codes, action and reaction, were grouped together as 
the category timing.

Finally, we quantitatively applied the codes and dimensions identi-
fied to the 32 papers identified in our systematic literature review.

4. Findings

This section reports the results of our systematic literature review. 
First, we illustrate a description of the research field based on the 
identified studies. Following this, we synthesize a definition for player 
toxicity.

4.1. Description of the research field

Publication numbers & venues. Our results show the number of pub-
lished studies showed an upward trend over the period between 2014 
and 2023, which indicates the increasing importance of the topic of 
toxicity. While only one study was published at the beginning of our 
study period in 2014, a total of eight studies were published at the 
end of our study period in 2023, as shown in Fig.  2. In addition, 
63% (20 of 32) of the studies were conference papers. In terms of 
conference papers, most publications (𝑛 = 7) were published in the 
ACM Conference on Human Factors in Computing Systems, followed 
by the Hawaii International Conference on System Sciences (𝑛 = 5). As 
journals, Entertainment Computing and Computers in Human Behavior 
were leading ones (𝑛 = 2) (e.g., see Table  6). Most of the studies 
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described toxicity primarily using a lexical definition. However, we 
note that some articles may contain elements of more than one type 
of definition; in such cases, we have decided on the most applicable 
form of definition. Nevertheless, based on our understanding, none 
of the articles featured a multidimensional definition or attempted to 
define toxicity as a multidimensional construct (see the articles’ toxicity 
descriptions in A.8).
Methodologies & context. The majority of papers (𝑛 = 18) employed 
quantitative methods. Most of the identified studies (𝑛 = 23) dealt 
specifically with the two MOBA games LoL or Defense of the Ancients 
2, which are characterized by a high degree of competition and need 
for interaction among players and thus provide a narrow ground for 
toxicity (Zhang & Kou, 2024). However, the remaining ones did not 
particularly focus on a specific game and referred to MOBA games in 
general.

Contribution. To gain an overview of the content of the identified 
studies, we also distilled the central contributions of the identified 
studies (see Table  A.9) in Appendix  A covering topics such as:

• Detecting, predicting, and measuring toxic behavior (Blackburn 
& Kwak, 2014; Canossa et al., 2021; de Mesquita Neto & Becker, 
2018; Kordyaka et al., 2019; Kwak et al., 2015; Reid et al., 2022a; 
Shen et al., 2020).

• Psychological, social, and cultural drivers of toxic behavior (Beres 
et al., 2021; Hilvert-Bruce & Neill, 2020; Kordyaka et al., 2020, 
2022; Kordyaka, Laato, Hamari et al., 2023; Kordyaka, Park et al., 
2023; Kordyaka, Stelter et al., 2023; Liu & Agur, 2023; Sengün 
et al., 2019; Türkay et al., 2020).
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Fig. 2. Histogram of the included studies.
• Impacts and dynamics of toxic behavior (Frommel et al., 2023; 
Kordyaka, Laato, Jahn et al., 2023; Kou & Gui, 2017; Kowert, 
2020; Lee et al., 2022; Monge & O’Brien, 2022; Neto et al., 2017; 
Poeller et al., 2023).

• Moderation, interventions, and design solutions related to toxic 
behavior (Kordyaka & Kruse, 2021; Kou, 2020; Kou & Gui, 2021; 
Kowert & Cook, 2022; Ma et al., 2023; Reid et al., 2022b; Spar-
row, Galwey, Jovic, Hardwick, & Butt, 2024; Sparrow et al., 
2021).

4.2. Synthesizing a definition for toxic behavior

To propose a comprehensive multidimensional definition of toxicity, 
we first build on some assumptions of the identified studies (see Table 
5), and assume that toxicity is (a) a catch-all term (i.e., a term referring 
to a collection of behaviors) and (b) perceived as a disruptive act by 
other actors. Based on our content analysis, we subsequently interpret 
the quantitative relevance of the inductively determined dimensions 
(i.e., forms of interaction, targets, intentions, and timing) against the 
background of potentially explainable differences in understanding of 
toxicity.

1. Form of interaction: The dimension of the form of interaction 
often described toxic behavior as a mixture of primarily text-
based and behavioral toxicity. Only two definitions (6%) ex-
plicitly mentioned language-based toxicity, while seven men-
tioned purely text-based and six purely behavioral toxic behavior 
(18%). Accordingly, toxic behavior was described at more than 
one level of interaction and that often by rather general terms 
such as ‘‘trolling, harassment, griefing or cyberbullying’’, which 
allow for different forms of interaction at the level of manifes-
tation. For example, Kwak et al. (2015) described ‘‘toxicity’’ as 
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‘‘[...] negative actions such as cyberbullying, teasing, pranks, 
and cheating, which often occur in groups and may include 
offensive language, verbal abuse, deliberate feeding, and other 
harmful activities’’, potentially encompassing a wide variety of 
possible forms of interaction. We argue that this is appropri-
ate for the primarily analyzed MOBA games such as LoL, in 
which the primary forms of interaction are text and pings, and 
voice is available as a default option within the game with a 
maximum of one of the other players (Claypool, Decelle, Hall, 
& O’Donnell, 2015). Considering the frequency with which the 
target dimension appeared, we recognize it as having notable 
but relatively low importance in shaping various definitions of 
toxicity in existing research.

2. Target: The contributions to the toxicity target dimension are 
consistent with the general trends in online gaming, where 
toxicity is often perceived as a general social problem rather than 
one that is limited to teammates or opponents. Notably, only 
five studies (16%) explicitly distinguished between these groups, 
suggesting that toxicity is often treated as a ubiquitous phe-
nomenon rather than a team-based dynamic. This generalization 
may overlook important nuances, such as the distinct psycholog-
ical and strategic implications of toxicity when directed toward 
teammates versus opponents. Furthermore, the lack of explicit 
differentiation raises the question of whether interventions to 
mitigate toxicity should be tailored differently depending on 
the target audience. Since previous research suggests that many 
players actively take measures to avoid negative interactions, 
future studies could examine how this avoidance behavior af-
fects the perception and reporting of toxicity in multiplayer 
environments, differentiated by in-group or out-group affiliation. 
Similarly, as the form of interaction dimension, based on how 
often it was mentioned, we find the target dimension to be 
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meaningful, yet its impact on differing definitions of toxicity 
remains relatively limited in the current body of research.

3. Intention: The dimension of the intention of toxic behavior 
showed differences in the understanding of toxicity within the 
32 identified studies, which we considered an indication of 
an important explanation of the dimension with regard to the 
different perceptions of toxicity. Specifically, 24 of the 32 studies 
(75%) understood toxicity as an exclusively externally directed 
intention, while the remaining eight studies also assumed that 
toxicity can also be understood as an internal attempt (e.g., to 
cope with frustration and stress) and designated this (in addition 
to external harm) as a central intention. For example, Kordyaka, 
Laato, Hamari et al. (2023) understood toxicity as ‘‘... a generic 
term for short-term, non-systematic negative behaviors that can 
be fueled by situational frustration, anger, and high levels of 
real-time competition, and that manifest as insults, criticism, 
resource-hogging, and other actions’’ that contain both internal 
and external components. Opposed to the first two dimensions, 
the intention dimension appeared to hold more weight in in-
fluencing different definitions of toxicity, given its frequent 
occurrence in the literature.

4. Timing: The description of the dimension of timing also showed 
significant differences between the understanding of toxicity in 
the identified articles. 23 of the identified 32 studies (72%) 
described toxicity as a proactive action, the remaining 9 studies 
also described toxicity as a reaction (often in the context of 
frustration coping attempts during play). With regard to the 
dimension, we, therefore, also see the potential for existing 
inconsistencies in the use of the term toxicity. On the one 
hand, we find authors such as Blackburn and Kwak (2014) 
who define toxicity as ‘‘...a form of cyberbullying, defined as 
repeated intentional behavior to harm others’’ as an active act, 
while Kordyaka et al. (2022) suggested that toxicity describes 
‘‘...temporary behaviors that generate anger and frustration in 
players, harming communication and spreading a bad mood, 
primarily as a reaction to in-game frustration’’ as a more reactive 
act. As with the intention dimension before, we understood the 
timing dimension to play a crucial role in shaping different 
understandings of toxicity, as indicated by its notable presence 
in existing studies.

In summary, our analysis underlines that the two dimensions of 
forms of interaction and targets of toxic behavior have rather little 
explanatory power for the ambivalent understanding of toxic behavior. 
In contrast, we found substantial differences between the studies for the 
two dimensions, intention and timing, which we interpreted as a pos-
sible explanation for the ambivalence of the understanding of toxicity. 
Based on this, we derived a comprehensive definition of toxic behavior 
based on this categorization. We arranged the dimensions used in 
ascending order of specificity. Below, we provide a multidimensional 
definition of toxicity:

Multidimensional Definition of Toxicity

In the context of multiplayer online games, toxicity or toxic behavior is a 
collective term for acts that are perceived as disruptive by other players 
that do not occur as a requirement of gameplay that can take different 
(a) forms of interaction (text and/or speech and/or behavior), (b) targets 
(teammates and/or opponents), (c) intentions (external and/or internal), 
and (d) timing (action and/or reaction).

4.3. Application of the definition

To illustrate the added value of using our derived multidimensional 
definition as a framework and how it can be used to classify toxic 
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behaviors, we demonstrate its application below. To this end, we first 
describe the framework of the application drawing on previous work, 
that allows us to illustrate the application of our multidimensional 
definition based on empirical evidence.

Our structured literature analysis showed that MOBA games such 
as LoL or DOTA 2 accounted for by far the largest share of the 
identified studies, at 72%. That is why we will focus on the most 
common game mode, namely Summoner’s Rift Ranked from LoL. This 
game mode is characterized by high tactical complexity, intense com-
petition, and the need for team interaction to successfully climb the 
Elo ladder (Kordyaka, Kruse and Niehaves, 2023). Players generally 
compete in ranked games without malicious intent, as their motivation 
to perform well and gain points and the sophisticated design of the 
matchmaking system ensures a fair and competitive environment (Clay-
pool et al., 2015; Kou & Gui, 2014; Zhang, Moradzadeh, Woan, & 
Kou, 2024). Deliberate losing would run counter to this goal and is 
prevented by sanctions for repeated misconduct, as earlier work has 
shown (Kou & Gui, 2021). Furthermore, studies have been able to show 
that toxic behavior usually arises in the course of the game, often 
triggered by communication problems or mistakes by other players, 
which can lead to frustration (Kordyaka, Laato, Jahn et al., 2023; Neto 
et al., 2017). Due to the prevailing high competitive pressure and the 
necessity to always make quick and optimal decisions, a multitude of 
potentially toxic situations arise (Kordyaka, Park et al., 2023; Kou, 
2020). To illustrate the application of our multidimensional definition 
of toxicity, we assume that in these situations both impulsive and 
reflected toxic actions occur, which can be explained by the dual 
process model of psychology (Chaiken, 1999; Jahn et al., 2022): While 
impulsive reactions arise from intuitive processes (system 1), planned 
toxic actions are the result of analytical processes (system 2). The 
combination of previous work and assumptions of the process model 
enables a systematic classification of toxic behavior based on intention 
and temporal proximity to triggering events. Based on more recent 
work (Frommel & Mandryk, 2024; Kowert, 2020), we use the following 
toxic actions as examples, which are listed in Table  7:

Based on our definition, we classify the acts of toxicity listed in the 
table below concerning a potentially toxic situation in the ranked game 
of LoL.

• Cyberbullying: Since cyberbullying is defined with the criteria (a) 
repeated behavior (b) an imbalance of power and (c) more than 
one perpetrator (Kowalski, 2018), there can be no cyberbullying 
in ordinary ranked games of LoL, since (a) a single behavior 
is sufficient to be called toxic, (b) players with the same skill 
level are matched and (c) a single perpetrator is sufficient. We 
argue that according to this definition of cyberbullying (Kowalski, 
2018), cyberbullying requires to fulfill more requirements than 
toxicity.

• Smurfing: This includes toxic actions such as playing on a lower-
ranked account or another person’s account to improve their 
rank (Kou, 2020). Therefore, in smurfing, a decision has to be 
deliberately made to prior to the start of playing a ranked game. 
Hence, we consider smurfing as a (reflected) planned action.

• Cheating: This includes acts such as using hacks or unauthorized 
programs during gameplay to gain an unfair advantage (Canossa 
et al., 2021). We argue (as in the case of smurfing before) that cor-
responding behaviors are (reflective) planned actions by players, 
often even made before a game starts.

• Doxxing: This describes publicly revealing private, personal infor-
mation about another player without their consent, typically with 
malicious intent (Kowert & Cook, 2022). However, we consider 
such behavior not relevant in the context of LoL since only the in-
game names of players are available in LoL, making the likelihood 
of its occurrence very limited.
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Table 7
Types of toxic behavior listed in the extant scholarship.
 Type Definition Source  
 Cyberbullying Refers to repeated harm inflicted through the use of electronic devices Kowalski (2018)  
 Smurfing Describes high-level players playing with the accounts of others against less skilled opponents Kou (2020)  
 Cheating Refers to giving an unfair advantage to a player Canossa et al. (2021)  
 Doxxing Refers to personally identifying information about another player that is made public Kowert and Cook (2022)  
 Trolling Refers to the intention to provoke and annoy other players Hilvert-Bruce and Neill (2020)  
 Spam pinging Refers to the short-term, repetitive, and disruptive use of online communication Kordyaka, Laato, Jahn et al. (2023) 
 Raging Refers to aggressive outbursts Türkay et al. (2020)  
 Flaming Refers to the use of aggressive or derogatory language Kwak et al. (2015)  
Dual-process 
model

Phase 1:
Planned (reflective) actions

Phase 2:
Automatic (impulsive) reactions

Phase 3:
Mixture of both

Act of Toxicity
Smurfing

Cheating

Trolling (pre) Spamming pings Raging

Flamming

Trolling (post)

Leaving Games

Potentially toxic in-game situation

Fig. 3. Sequential classification of toxicity acts.
• Trolling: This describes the actions of players who intentionally 
make bad decisions in the game (Hilvert-Bruce & Neill, 2020). 
In this case, we assume that this can be a reflective intentional 
action (‘‘trolling pre’’) before experiencing a toxic situation in the 
game (e.g., troll picks of a champion during matchmaking) as 
well as a more automatic impulsive action (‘‘trolling post’’) after 
experiencing a potentially toxic situation (e.g., selling all items 
after losing a team fight, feeding the opponent).

• Spamming Pings: This explains the constant sending of the same 
signal messages during the game (e.g., the ‘‘danger’’ signal on a 
teammate who has just died) (Kordyaka, Laato, Jahn et al., 2023). 
We argue that this is an automatic impulsive form of possible 
toxic action, which usually occurs automatically as an immediate 
reaction to a situation in the game.

• Raging: Refers to a situation when a player becomes extremely 
angry after repeatedly dying to an opponent (Türkay et al., 2020). 
Typically in response to a perceived injustice, failure, or provo-
cation during gameplay and can be considered an automatic 
impulsive action.

• Flaming: This includes toxic actions such as insulting, ridiculing, 
or belittling other players, including blaming others for mistakes 
or losses (Kwak et al., 2015). Since the other players in LoL ranked 
mode are usually unknown when matches start (due to a high 
number of players and random matchmaking), we assume that 
this is a rather acquired action during a game as a reaction to 
in-game situations that contains both automatic impulsive and 
planned reflective actions.

• Leaving the game: This can refer to the cases of quitting the game 
early or going AFK which puts one’s teammates at a significant 
disadvantage. We think this kind of toxic action falls under both 
actions. For instance, if a player thinks they will already lose the 
game in a later stage, this can be seen as planned reflective action. 
Conversely, it could be simply an impulsive reaction to adverse 
game events (e.g., losing a Baron fight).

Framework: Our framework encompasses the previous categoriza-
tion of toxicity acts in relation to the dual process model (see Fig.  3). 
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Overall, our framework is divided into three phases. Phase 1 refers 
to planned reflective actions. These actions take place before the oc-
currence of a toxic in-game situation, such as smurfing, cheating, and 
trolling pre. Conversely, Phase 2 covers the toxic actions that happen 
after a toxic in-game situation, such as spamming pings. Thus, we 
call automatic impulsive actions. Lastly, Phase 3 covers both types of 
actions, i.e., planned and automatic; some examples include raging, 
flaming, trolling post, and leaving games.

5. Discussion

In this section, we illustrate our key findings (Section 5.1), provide 
implications for theory (Section 5.2) and practice (Section 5.3), as well 
as limitations (Section 5.4). Moreover, we explore the broader meaning 
of the results in the context of the existing literature and contribute to 
a deeper understanding of toxicity in the field of HCI research.

5.1. Key findings

Based on the findings of our systematic literature review, we empiri-
cally answer our two research questions (RQ1: How is toxicity described 
in existing HCI research? and RQ2: How can existing definitions of 
toxicity be summarized into a unified definition?). In the following, we 
summarize the key results of our paper in three points:

• Based on a systematic literature search, we identified a total of 
32 studies that reveal different understandings of toxicity in the 
HCI literature and provide a robust snapshot of the phenomenon.

• Through an inductive qualitative content analysis, we identified 
a total of four relevant dimensions and recorded them in a mul-
tidimensional definition, which can be understood as framework 
conditions under which toxicity manifests itself.

• To demonstrate the added value and application potential of 
our multidimensional definition, we have shown its application 
potential with regard to widespread concrete forms of toxicity.
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5.2. Implications for theory

Various implications can be derived from the results of our study 
that are of crucial importance for the theoretical level of existing HCI 
research related to toxicity. In the following, we discuss three of these 
that we consider particularly relevant.

First, the identification of 32 studies within our systematic literature 
review that are relevant to the definition of toxicity provides a solid 
empirical foundation that can improve the theoretical understanding 
of the phenomenon. On the one hand, searchers can now use our defi-
nition to explain the acts of toxicity they address in their papers; they 
can clearly communicate, for example, with which kind of intention 
the form of interaction takes place. On the other hand, researchers can 
now validate, refine, or challenge — simply classify — their existing 
theoretical understandings by referring to our definition, leading to 
more nuanced theoretical advances. In terms of content, most of the 
identified studies agreed that toxicity is (a) used as a catch-all term and 
(b) perceived as disruptive and not a requirement of ordinary game-
play. Furthermore, based on our analysis, it is now possible to critically 
reflect on the terminology used and possible semantic confounding of 
existing definitions. For example, at the beginning of our study period, 
the term ‘‘cyberbullying’’ was often used as a synonym for toxicity 
(e.g., ‘‘a form of cyberbullying, defined as repetitive, intentional be-
havior to harm others through electronic channels’’ Blackburn & Kwak, 
2014), which does not do justice to the complex inner life of toxicity, 
since, for example, neither a group of perpetrators is needed to generate 
toxic behavior nor are there significant power differences between 
players in freely available games with corresponding match-making, 
both of which are elementary components of the definition of cyber-
bullying (Kowalski, 2018). Therefore, our systematic literature review 
provides a solid, granular foundation for future research that makes the 
phenomenon of toxicity in the HCI context more comprehensible.

Secondly, our inductive identification of the dimensions of our 
multidimensional definition form of interaction, target, intention, and 
timing enables us to critically reflect on existing theoretical concepts 
and to partially modify existing theories. For example, previous studies 
have already shown that behavioral control is a negative predictor 
for the occurrence of toxicity (Kordyaka et al., 2020). This shows 
links with the identification of the two dimensions ‘‘intention’’ and 
‘‘timing’’, which indicate that toxicity usually also involves a situational 
component in dealing with potentially frustrating moments during a 
game (e.g., coping with stress). We see this as an indication that a 
theory of toxicity could be developed that considers both the situational 
and dispositional components of the occurrence of toxicity. This theory 
could illuminate the dynamic nature of toxicity by demonstrating how 
situational stressors and individual dispositions interact to promote or 
inhibit toxic behavior.

Third, the application of the multidimensional definition of toxicity 
adds considerable value to the theoretical state of the art. Our classifica-
tion particularly allows toxic behaviors to be sequentially aligned with 
a game situation. Therefore, this makes it possible to clarify existing 
contradictions, for example, ‘‘malicious events’’ can be distinguished 
from ‘‘accidental misunderstandings’’ (Alliance & League, 2020), since 
malicious events are typically planned actions while accidental misun-
derstandings usually occur as impulsive, automatic reactions. Further, 
our classification contributes the efforts of creating a shared under-
standing around toxicity that eventually support the development of 
targeted prevention and intervention measures against toxicity (Wijk-
stra, Rogers, Mandryk, Veltkamp, & Frommel, 2023, 2024). Still, it may 
also shed new light on the understanding of existing work addressing 
blocking of other players (e.g., Türkay et al., 2020), honor systems 
(e.g., Poeller et al., 2023), and punishment (e.g., Kordyaka et al., 2019) 
in the context of toxicity.
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5.3. Implications for practice

Based on the insights of our study, several conclusions can be drawn 
that promise to add value to existing HCI practice and the eSports 
industry as a whole as well. We will discuss three of these below.

First, identifying 32 studies through our systematic literature review 
now provides an expanded and, most importantly, robust empirical 
basis for developing tailored, human-centered interventions and inno-
vative feedback mechanisms related to the darkside of HCI (Gray, Kou, 
Battles, Hoggatt, & Toombs, 2018; Kowert, 2020). As a result, inter-
ventions can be designed more effectively because they are based on 
empirically validated knowledge about the causes, dynamics, timing, 
and, ultimately, the understanding of toxic behavior. Developers and 
programmers can now use this knowledge as a solid starting point for 
concrete design implications.

Second, the identification of our inductively determined dimensions 
provides added value for practitioners and designers as it enables 
consideration of concrete manifestations of toxicity at a more granular 
level, which can increase the accuracy of proposed interventions and 
reduce their ambivalence (Kordyaka & Kruse, 2021). For example, it 
is now possible to specifically consider and contrast different forms 
of interaction (e.g., text, language, behavior) and potential targets 
(e.g., teammates, opponents) when designing interventions, providing 
expanded opportunities for measurement and evaluation as well as 
underlying mechanisms.

Third, by applying our multidimensional definition in a sequential 
classification framework for toxicity, we lay a foundation that allows 
practitioners and designers to better target specific toxic behaviors 
based on their sequential occurrence. For example, to reduce the reflex-
ive actions of smurfing or cheating, other forms of intervention (such 
as educational programs) seem promising compared to more automatic 
impulsive actions (such as the integration of real-time traffic lights 
during gameplay that directly affect behavior). In the context of exist-
ing measures to combat toxicity, positive interventions and tools from 
sports psychology, especially real-time stress interventions (Henriksen, 
Larsen, Storm, & Ryom, 2014; Weinberg & Comar, 1994), appear 
particularly promising. Such approaches could help not only to identify 
toxic behavior, but also to counteract it preventively by addressing 
stress as a central component of toxicity.

5.4. Limitations and outlook

This study has the following limitations. First, as with all systematic 
literature reviews, our results are influenced by the time frame of the 
search and the digital databases used in this work. Despite the use 
of multiple databases, many keywords and the application of a snow-
balling technique (which we used to minimize potential limitations), 
it is possible that some relevant papers were overlooked. To address 
these limitations, future research could expand the time frame, include 
additional databases, refine keyword strategies, and incorporate more 
iterative approaches to ensure comprehensive coverage.

Second, our study is subject to the limitations of the research iden-
tified in this article. Surprisingly, we found that research on toxicity in 
the gaming context has so far focused predominantly on MOBA games, 
often justified by the intense competition and the need for coordinated 
team interaction. However, there is more recent work that addresses 
toxicity in other video game genres. For example, Laato, Kordyaka, 
and Hamari (2024) examine toxic behavior in StarCraft II, a real-time 
strategy (RTS) game, and identify ten categories of toxic behavior. 
This study indicates that the harmfulness of toxic acts can be consid-
ered a product of severity and frequency, with players’ assessment of 
severity influenced by factors such as direct observation, background, 
and external influences. This suggests that toxic behavior is not only 
characterized by direct team interactions and verbal aggression, but 
in RTS games such as StarCraft II, it also includes strategic sabotage, 
intentional slowing of the game, or targeted psychological warfare 
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via in-game chats. Accordingly, we recommend that future studies 
follow this new line of research and analyze toxicity by considering 
similarities and differences between different video game genres. Our 
multidimensional definition could serve as a basis for developing a 
more comprehensive understanding of the underlying dynamics and 
influencing factors. A differentiated approach could also help to de-
sign targeted countermeasures and prevention strategies for different 
gaming contexts, for example, through mechanisms to reduce toxic 
behavior in competitive RTS games or through incentive systems that 
promote positive behavior.

Third, the inductive search of codes to derive the multidimen-
sional definition involved a significant amount of iterative interpreta-
tive work on the part of the authors. While the authors have extensive 
background in toxicity research and play MOBA games, which can 
strengthen the data analysis, it is important to note that this could have 
11 
introduced certain biases into the analysis. To address this, future re-
search could incorporate diverse perspectives through interdisciplinary 
collaboration and validation by external experts to mitigate potential 
biases in the interpretative analysis.

6. Conclusion

In this paper, based on a systematic literature review using inductive 
content analysis, we derived a multidimensional definition of toxicity—
an umbrella term for actions in multiplayer games for acts that are 
perceived as disruptive by other players that do not occur as a re-
quirement of gameplay that can take different (a) forms of interaction 
(text and/or speech and/or behavior), (b) targets (teammates and/or 
opponents), (c) intentions (external and/or internal), and (d) timing 
(action and/or reaction). Building on this, we demonstrated the appli-
cation of the definition as a sequential classification to better capture 
Table A.8
Definitions of toxicity in the identified articles.
 No Definition Reference  
 1 A form of cyberbullying, defined as repetitive intentional behavior to harm others through 

electronic channels.
Blackburn and Kwak (2014)  

 2 Negative actions such as cyberbullying, griefing, mischief, and cheating that are often 
grouped together and can include offensive language, verbal abuse, intentional feeding, and 
other harmful activities.

Kwak et al. (2015)  

 3 Any kind of behavior that has some negative impact on the game experience of others, 
including being offensive, making socially unacceptable comments, losing the game on 
purpose, or leaving the match early.

Neto et al. (2017)  

 4 A conduct that departs from the norms set for people, encompassing actions such as griefing, 
flaming, trolling, cheating, and other forms of deviant behavior that are considered 
detrimental to player experience and the game community.

Kou and Gui (2017)  

 5 Negative behaviors, including harassment, griefing (gaining enjoyment from intentionally 
making other players annoyed), trolling, and intentionally helping opposing players.

de Mesquita Neto and Becker (2018) 

 6 Rude, disrespectful, or unreasonable behavior that is likely to make one leave a discussion, 
which in the context of gaming means a player leaving the game or turning the chat feature 
off.

Sengün et al. (2019)  

 7 Various contextual factors and examples, such as flaming, harassment, and other antagonistic 
actions in the gaming environment.

Kordyaka et al. (2019)  

 8 Behaviors performed at others’ expense, often driven by competitive gaming contexts and 
associated with negative social dynamics and emotional states.

Kou (2020)  

 9 Antagonistic actions such as harassment, cheating, raging, griefing, cyberbullying, and 
intentionally helping opposing player(s).

Türkay et al. (2020)  

 10 Encountered when a player comes across a negative event during a game that generates 
anger and frustration, leading to a harmful, contaminated, and disseminated toxic type of 
communication.

Kordyaka et al. (2020)  

 11 Refers to any deviant verbal or behavioral action that takes place on the internet which 
causes harm to another’s health or well-being.

Kowert (2020)  

 12 Refers to behaviors characterized by incivility, verbal aggression, and antisocial actions, such 
as trolling and flaming, which degrade the quality of interaction and create a hostile 
atmosphere.

Shen et al. (2020)  

 13 The prevalence of hostile and aggressive behaviors, such as insults, threats, and profanity, in 
online gaming environments, often normalized and justified by the gaming culture.

Hilvert-Bruce and Neill (2020)  

 14 Behavior that intentionally disturbs another player’s experience and well-being, including 
actions such as flaming, acting nosy, cheating, and illegal behaviors.

Canossa et al. (2021)  

 15 Aggressive behavior towards teammates that generates a negative atmosphere, which 
predominantly emerges over the course of a game as a response to negative events.

Kordyaka and Kruse (2021)  

 16 Various types of negative behaviors, including abusive communications directed towards 
other players and disruptive gameplay that violates the game’s rules and social norms.

Beres et al. (2021)  

 17 Hostile and disruptive behaviors such as abusive chat, harassment, and cheating. Kou and Gui (2021)  
 18 Online behavior that deviates from social norms within a given social context, often 

manifesting as harassment, hate speech, or other forms of negative conduct.
Sparrow et al. (2021)  

 19 A set of negative behaviors that disrupt gameplay or game enjoyment, including harassment, 
cheating, and raging.

Reid et al. (2022a)  

 20 Temporary behaviors that generate anger and frustration in players, harming communication 
and spreading a bad mood, primarily as a reaction to in-game frustration.

Kordyaka et al. (2022)  

 21 Deviant or antisocial behavior in online games that negatively affects the gaming experience 
of at least one other player.

Kowert and Cook (2022)  

 22 Abusive communications and disruptive gameplay behaviors directed towards other players, 
including verbal or textual harassment and actions like griefing that impede others’ 
enjoyment of the game.

Reid et al. (2022b)  

 23 Antisocial behaviors such as cyberbullying, griefing, mischief, sexism, sexual harassment, 
trolling, cheating, and flaming.

Lee et al. (2022)  

 24 Antisocial and offensive behaviors, such as cyberbullying, griefing, mischief, sexism, sexual 
harassment, trolling, cheating, and flaming, which negatively impact social interactions and 
team performance.

Monge and O’Brien (2022)  

 (continued on next page)
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Table A.8 (continued).
 No Definition Reference  
 25 Behaviors that are (1) impulsive and of short duration, and (2) a reaction to 

in-game frustration in real-time.
Kordyaka, Park et al. (2023)  

 26 Negative behaviors, including criticizing, insulting, and blaming others, that arise 
from situational frustration and anger during intense real-time competition and 
typically manifest in short, spontaneous outbursts.

Kordyaka, Laato, Jahn et al. (2023)  

 27 An umbrella term for various negative behaviors, including transient verbal actions 
like trash-talking, hate speech, and threats of violence, which are performed in the 
moment rather than strategically planned.

Poeller et al. (2023)  

 28 Refers to various forms of negative in-game behaviors such as harassment, flaming, 
trolling, and cheating, which occur in real-time and are often driven by frustration 
and the competitive nature of the games.

Kordyaka, Stelter et al. (2023)  

 29 Encompasses negative and harmful behaviors such as harassment, verbal abuse, 
and disruptive gameplay that undermine social connectedness and psychological 
well-being.

Frommel et al. (2023)  

 30 Deliberate, unfriendly behavior by players that disrupts the gaming experience of 
others, encompassing actions like flaming, harassment, and intentionally poor play.

Liu and Agur (2023)  

 31 An umbrella term for short-duration, non-systematic negative behaviors, fueled by 
situational frustration, anger, and high levels of real-time competition, manifesting 
as insulting, criticizing, resource stealing, and other actions.

Kordyaka, Laato, Hamari et al. (2023) 

 32 Refers to disruptive behaviors such as trolling, harassment, and griefing that 
negatively impact the player community in multiplayer online games.

Ma et al. (2023)  
widespread manifestations of toxicity. We were able to show that toxic 
behaviors can be arranged on a continuum of more planned (reflective) 
actions and more automatic (impulsive) reactions during a game. Based 
on our classification, we can now empirically validate the spectrum 
of toxic acts described by the Alliance and League (2020). This spec-
trum spans from ‘‘intentionally inappropriate or abusive behaviors’’ 
to ‘‘completely accidental misunderstandings without malice’’. Such 
a framework offers substantial value for both research and practical 
applications. It enables a more precise conceptualization of toxicity, 
which can guide game developers and influence practices in the eSports 
industry. The insights gained from this classification have the potential 
to improve intervention strategies and foster a deeper understanding of 
toxic behaviors across these domains.
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Appendix A. Appendices

See Tables  A.8 and A.9.

Appendix B. Systematic review protocol

This review protocol (Table  B.10) is prepared based on Moher et al. 
(2015) and Shamseer et al. (2015)’s recommended items to address in 
a systematic review for the paper Defining Toxicity in Multiplayer Online 
Games: A Systematic Literature Review.
Table A.9
Main contributions of the identified articles.
 No Contribution  
 1 Development of a supervised learning approach to predict crowdsourced decisions on toxic behavior.  
 2 Large-scale analysis of toxic behavior, providing insights for systems to detect and prevent such behavior.  
 3 Analysis revealing how toxic behavior affects player performance and communication patterns.  
 4 Analysis of player and corporate narratives regarding the shift from human judgment to automated systems.  
 5 Framework identifying conversational patterns in in-game chat on performance and toxicity.  
 6 Demonstration that game design elements can influence culture-based toxicity among MENA players.  
 7 Development and validation of instruments to measure toxic behavior.  
 8 Detailed account of toxic behaviors, providing a basis for future research on moderation approaches.  
 9 Highlighting the amalgamation of toxicity from physical sports and computer-mediated communication.  
 10 Proposal and empirical validation of a unified theory explaining factors influencing toxic behavior.  
 11 Development of a catalog of dark participation in games to better understand and address toxic behaviors.  
 12 Examination of antecedents and contagion of online toxicity using longitudinal behavioral data.  
 13 Demonstration that normative beliefs about aggression predict cyberaggressive behaviors in online gaming.  
 14 Scalable method for detecting toxic behavior based on in-game behaviors, demonstrated in For Honor.  
 15 Development of design principles to buffer toxic behavior based on the online disinhibition effect.  
 16 Identification of moral disengagement and toxic disinhibition predicting the normalization of toxicity.  
 17 Identification of ethical challenges in game design and community management, with design considerations.  
 18 Flagging practices, highlighting the divergence between designed mechanisms and actual player behavior.  
 19 Development of in-game tools to support toxicity victims, reducing stress, and increasing positive emotions.  
 (continued on next page)
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Table A.9 (continued).
 No Contribution  
 20 Demonstration that national culture influences the occurrence of toxic behavior.  
 21 Exploration of prevalence rates of dark participation and the effectiveness of reporting tools.  
 22 Development of a modeling approach using in-game communication and metadata to predict toxicity.  
 23 Longitudinal analysis between identity and toxicity, whereby habitual play predicts sustained engagement.  
 24 Demonstration that toxic behavior in League of Legends diminishes team and individual performance.  
 25 Demonstration that offline cultural environments influence toxic behavior.  
 26 Examination of the overlap in roles of perpetrators, victims, and bystanders.  
 27 Exploration of how players perceive and react to positive and toxic in-game chat messages.  
 28 Identification of physiological and social desires influencing toxic behavior in multiplayer online games.  
 29 Demonstration that toxicity is associated with lower social capital and increased loneliness.  
 30 Establishment of psychological mechanisms of in-game toxic behavior in team-based online games.  
 31 Mapping circumstances relevant to the emergence of toxicity through analysis of gamer essays.  
 32 Identification of how punishment notifications improve transparency and fairness in behavior moderation.  
Table B.10
Review Protocol.
 Section & Items Item 

No
Note  

 Administrative Information
 Title:
 Identification 1a Defining Toxicity in Multiplayer Online Games: A Systematic Literature Review — A Systematic Literature Review Protocol  
 Update 1b No update.  
 Registration 2 Not pre-registered.  
 Authors:
 Contact 3a Author 1: Dr. Bastian Kordyaka, Åbo Akademi University, Tuomiokirkontori 3, 20500 Turku. Finland. ORCID: 0000-0003-3495-6855, 

email:bastian.kordyaka@abo.fi. - Author 2: Sukran Karaosmanoglu, Universität Hamburg, Vogt-Kölln-Straße 30, D-22527 Hamburg, Germany. ORCID: 
0000-0002-9624-4258, email: sukran.karaosmanoglu@uni-hamburg.de. - Author3: Samuli Laato, University of Turku, FI-20014 Turun Yliopisto, Finland. 
ORCID: 0000-0003-4285-0073, email: samuli.laato@utu.fi.

 

 Contributions 3b Conceptualization: BK, SK, SL - Methodology: BK, SK - Literature Search: BK, SL - Screening and Selection: BK, SL - Data Extraction: BK, SL - Formal 
Analysis: BK, SL - Writing - Original Draft: BK, SK - Writing - Review Editing: BK, SK - Visualization: BK, SK

 

 Amendments 4 n/a  
 Support:
 Sources 5a Gösta Branders Research Fund, Åbo Akademi University Foundation (Stiftelsen för Åbo Akademi)  
 Sponsor 5b Åbo Akademi University Foundation (https://ror.org/018fvk877, Funder ID: 501100007360)  
 Role of sponsor 
or funder

5c The funder covered the article processing charges (APC) but had no role in the study design, data collection, analysis, or interpretation.  

 Introduction
 Rationale 6 Toxicity in multiplayer online games negatively impacts both individuals’ well-being and companies. While it is a pressing concern, it is a complex issue 

as it involves social dynamics. The richness and complexity of toxicity behaviors has led to a lack of conceptual clarity regarding the term.
 

 Objectives 7 A key research gap in the existing scholarship on toxicity in video games is the lack of a precise and comprehensive understanding of toxicity. This is 
despite the fact that a comprehensive definition of the term would allow researchers and practitioners to better align their work, unify the research field 
across disciplines, and create a common starting point and point of reflection for future work. We would like to address this issue:
 ∙ RQ1: ‘‘How is toxicity described in existing HCI research’’? 
 ∙ RQ2: ‘‘How can existing definitions of toxicity be summarized into a definition’’?

 

 Methods
 Eligibility 
criteria

8 Inclusion Criteria:
 1. English 
 2. Published peer-reviewed full journal or conference papers 
 3. Needs to deal with toxicity in the context of video games and show implicit/explicit references to a definition
 4. Approaches toxicity from an HCI perspective 
 5. Articles published between 01/01/2014 and 12/31/2023

 

 Exclusion Criteria:
 1. Not written in English (e.g., Russian or German) 
 2. Preprints or Short papers (e.g., workshop papers) 
 3. Toxicity on Twitter without references to an implicit/explicit definition
 4. Approaching the term from a legal perspective
 5. Articles not published until 12/31/2023 or before 01/01/2014

 

 Information 
sources

9 The ACM Digital Library, the AIS eLibrary, Scopus, Taylor & Francis, Emerald, and Web of Science  

 (continued on next page)
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Table B.10 (continued).
 Section & Items Item 

No
Note  

 Search strategy 10  ∙ Definiendum - (‘‘toxicity’’ OR ‘‘toxic behavior’’ OR ‘‘toxic behaviour’’) 
 ∙ Definiens - (‘‘definition’’ OR ‘‘define’’)
 ∙ Context - (‘‘esport’’ OR ‘‘e-sport’’ OR ‘‘dota2’’ OR ‘‘dota 2’’ OR ‘‘cs: go’’ OR ‘‘csgo’’ OR ‘‘counterstrike’’ OR ‘‘counter-strike’’ OR ‘‘pubg’’ OR 
‘‘playerunknown*’’ OR ‘fortnite’ OR ‘lol’ OR ‘valorant’ OR ‘r6 siege’ OR ‘overwatch’ OR ‘call of duty’ OR ‘hearthstone’ OR ‘heroes of the storm’ OR ‘halo 
5’ OR ‘moba’ OR ‘game’)
 ∙ Time interval - 01/2014 to 12/2023

 

 Study records:
 Data 
management

11a Manual download of identified articles and duplicate removal via Covidence. We use Covidence for screening and eligibility and Excel for further steps.  

 Selection process11b Screening: Two coders independently code the identified papers based on their title and abstract. They conduct discussion meetings to resolve the 
discussion meetings to resolve conflicts.

 

 Eligibility: Similarly, two coders independently code the identified papers based on their title and abstract. They conduct discussion meetings to resolve 
the discussion meetings to resolve conflicts.

 

 Data collection 
process

11c Manual data extraction using a data extraction form in identified papers  

 Data items 12 See the supplementary materials for full list of corpus papers and extracted data.  
 Outcomes and 
prioritization

13 The result sought is a multidimensional definition for toxicity based on a systematic literature review. However, to ensure quality, we only consider 
peer-reviewed full papers.

 

 Risk of bias in 
individual 
studies

14 As we aim to create a multidimensional definition for toxicity, we do not perform a critical appraisal step. We would like to include as many existing 
definitions as possible in our review.

 

 Data synthesis 15a We provide the quantitative results in the form of figures and tables, and descriptive stats.  
 15b We use frequency reporting for inductive content analysis codes and study features  
 15c n/a  
 15d n/a  
 Meta-bias(es) 16 n/a  
 Confidence in 
cumulative 
evidence

17 We report a positionality statement for each researcher involved in the review analysis.  
Data availability

Data will be made available on request.
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