
ScienceDirect

Available online at www.sciencedirect.com

Procedia Computer Science 238 (2024) 175–183

1877-0509 © 2024 The Authors. Published by Elsevier B.V.
This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0)
Peer-review under responsibility of the scientific committee of the Conference Program Chairs
10.1016/j.procs.2024.06.013

10.1016/j.procs.2024.06.013 1877-0509

© 2024 The Authors. Published by Elsevier B.V.
This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0)
Peer-review under responsibility of the scientific committee of the Conference Program Chairs

Available online at www.sciencedirect.com

Procedia Computer Science 00 (2019) 000–000
www.elsevier.com/locate/procedia

The 15th International Conference on Ambient Systems, Networks and Technologies (ANT)
April 23-25, 2024, Hasselt, Belgium

Analyzing the effectiveness of IDS/IPS in real-time with a custom
in-vehicle design

Akwasi Adu-Kyerea,∗, Ethiopia Nigussiea, Jouni Isoahoa

aDepartment of Computing, University of Turku, Vesilinnatie 5, 20500 Turku, Finland

Abstract

The era of ubiquitously interconnected, intelligent, and self-driving automobiles approaches as contemporary vehicles undergo
gradual enhancements in terms of security catalyzed by security analysis in various modules, algorithms, operating systems, and
soft and hardware nodes. This work examines the application of a dynamic Intrusion Detection System (IDS) and Intrusion Pre-
vention System (IPS) in real-time using a Renault T520 Heavy-duty truck. It assesses the effectiveness of the security analysis
procedure and its execution, focusing on the quality of the analysis concerning data derived from experiment sources. The valida-
tion of the security implementation adheres to a unified inbound and outbound.
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1. Introduction

Traditional approaches to present-day security evaluation have technically revealed deficits in terms of dynamism
and evolution. Trends in security-related issues in the identification and hunt for vulnerabilities currently are compli-
cated by several facets. These facets rely on dependency, interdependency, and relationality visible in their classifica-
tion. Nonetheless, security analysis via various techniques is one of the primary avenues for achieving results related
to security issues. Security analysis is also a critical component of security evaluation, assessment, and improvement
in automotive security [1]. With the advent of machine learning, security analysis, and assessment are boosted further
in terms of potential and possibilities[15]. Therefore, the necessity of vehicles appropriated in the security dynamism
landscape with Cyber-physical systems qualities [16] has made achieving security complex and challenging. Implying
the requirement of self-awareness through context-awareness, hardware, and software sensing to interpret real-time
decision-making further heightens the importance of security analysis. However, this form of capabilities expected
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from vehicles today is far from perfect concerning dynamic security of external resource management, adaptability
from embedded security modules and engines, and secure gateways.

Further research is still needed to explore the dynamic nature of security environments in the vehicular context.
Intelligent and smart vehicles is evolving today in the use of Mobile Long-term Evolution (LTE) services, which are
not immune to vulnerabilities [7]. Data sharing using this form of communication and others via vehicular ad-hoc
networks (VANETs) with the intention of cross communication [19] for example, must factor dynamic analysis oper-
ations that can compensate for onboard unit (OBU) detection capabilities. Hence, the emphasis is on the significance
of real-time intrusion detection systems (IDS) and intrusion prevention systems (IPS) in vehicles.

The research concerning vehicular security is ongoing, with some emphasis relying on machine learning techniques
and other methodologies [3, 17, 10]. It is recognizable that the current vehicular security environment and trends to-
wards autonomy have underlined the need for real-time dynamic security intrusion detection, network vulnerabilities,
and other in-vehicle network transactions and communications with external resources. Security issues relating to ve-
hicles intertwine with other instances such as Safety and privacy which are directly or indirectly associated. However,
they are all consolidators, and as a result, such vehicular security becomes a problem and are affected in a ripple.

1.1. Scope of this research

The scope of this study is to thoroughly investigate the security perimeter and characteristics of vehicles emphasiz-
ing IDS/IPS. It also covers the efficacy of communication and transactions between in-vehicle networks and external
interacting networks. This investigation relies on a custom computing unit housed in a Heavy-duty truck (HDT) while
they traverse urban areas. The experiment followed two security principles to ensure satisfactory security implementa-
tion and measures: a unified inbound and a unified outbound for all communications. These communications traverse
directly through a firewall, an intrusion detection system (IDS), and an intrusion prevention system (IPS). Further-
more, these equipped systems had supplementary security customizations and enhancements for the operating system
(OS). In a nutshell, the results from this specific implementation are not limited to HDTs and FTs but also vehicles
employing and transacting with external resources and services.

1.2. Motivation and Contributions

The security dynamics of vehicles have been a highlighted subject in research studies, particularly in the passenger
vehicle range. Additionally, numerous methodologies have been implemented and are still the subject of ongoing
research, particularly concerning the parameters and attributes of in-vehicle IDS/IPS systems that enable adaptive and
dynamic compliance with security threats. Therefore, the contributions are as follows:

1. Examine the application of dynamic Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS)
in heavy-duty and freighting vehicles in real-time: To achieve this, a customized compute unit is integrated into
the in-vehicle networks to actively monitor, track, and assess the security perimeter.

2. Assess the effectiveness of the security analysis procedure and its execution, focusing on the quality of the
analysis concerning the real-time data derived from experiment sources: The evaluation will consider factors
such as the quantity of data, filtering techniques employed, data characteristics, and security parameters.

3. Validate the security implementation to adhere to a unified inbound and outbound: This entails establishing a
unidirectional flow of traffic for all external connections to and from in-vehicle networks, ensuring that data
passes via a single entry and exit point before reaching the in-vehicle secure gateway. Additionally, the system
should maintain accountability for all activities within the network.

The rest of this paper entails the following structure. Related works follow the introduction as Section 2. The
experiment architecture follows in Section 3 with the subsequent section experiment in Section 4. It covers details
on the experiment and its subsections 4.1, 4.2, and 4.3. Implementation and testing are in Section 5, followed by the
experiment validation and results in Section 6. A discussion section summarizes the research impact as Section 7 and
concludes in Section 8 as the conclusion and future work.
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2. Related Works

Over the past few years, our society has become more aware of vulnerabilities associated with security flaws and
challenges of vehicles. The benefits of the interconnectivity of vehicular evolution have also widened attack sur-
faces. Thereby increasing attack actors and vectors addressed using software and hardware security defensive mecha-
nisms. Such mechanisms include white-listing [13], Trusted Execution Environments (TEEs) [4], Access control [18],
Tamper-proofing [14], add-on firewalls from third-parties, and others.

In the vehicular realm of dynamic security measures centered on IDS/IPS, there has been a focus on developing and
experimenting with intrusion detection systems (IDS) for vehicles. In [12], a survey of in-vehicle intrusion detection
systems covers various implementations of deep learning approaches. In addition to research such as [17, 5, 6] and
many others, the CAN bus protocol has received much attention for different IDS to detect abnormalities and malicious
traffic on CAN frames [11].

In contrast to this work, the theoretical proposals in [1] from the literature practical undertaken in real-life sce-
narios. The perspective enlightens the security analysis complexities in vehicles centering the IDS/IPS as the primary
security gateway. Additionally, in [8], the author the reviews automotive intrusion detections applicable to vehicles
similar to the work of [2] is from intra-vehicle perspective.

3. High-Level System Architecture

The experimental configuration in this work uses a base Ubuntu OS, separated into three parts in Figure 1 to illus-
trate the system implementation architecture. It shows the custom compute unit management implementation, where
each block represents a sub-block that visually symbolizes a process or application. It shows code-based hierarchies in
color-coded markers: the system integrity checked (SIC), the network, and visualization, leaving the analysis module-
based controller a primary focus.

The library block includes proprietary and implementation libraries used throughout the experiment. The propri-
etary libraries include hardware sensors and drivers. Custom Python libraries, customized third-party libraries, and
the experimental configuration’s main code are implementation libraries. The implementation libraries for remote and
on-road testing sessions are in the Custom development and testing code sub-block.

Fig. 1: High-Level System Architecture of experiment
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4. Experiment

This section provides a sequential description of the entire experiment. Each stage within this section signifies
a subsection and a significant achievement in the experiments. However, it does not inherently correspond to the
conducted order.

4.1. Experiments Datasets

The experimental data this research utilizes and the acquisition methodology are from Figure 1. The acquisition
methodologies encompass custom algorithms to intercept, modify, and analyze data in the clusters labeled from 1 to 3.
Third-party log shipping agents were crucial in the visualization process, as they enable smooth analysis, data custom
filtering with rules, and collection, discussed in the subsequent sections. In the software and hardware data flow, other
parts of the high-level experiment system architecture components are maintained in isolation to enhance data flow
efficiency and reduce delay. Other events that extensively rely on data consumption throughput were also segmented.

4.2. Evaluation metrics

In this work, the research focuses on the examination, precise identification, and differentiation of legitimate and
unauthorized traffic transactions, system calls permission, audits, and the effective optimization of algorithm imple-
mentation over a broadband connection. The experiment assessment required scaling the security implementations
based on the data due to the various streams of data transfers per second and the decision-making restrictions associ-
ated with latency, performance, and security parameter overheads. The evaluation of the experiment is via analyzing
diverse data acquisition influx in both the hardware and software data pipeline. As indicated in Section 4.1, the assess-
ment algorithms are situated in the data analysis control plane determined by considering the two fundamental factors
discussed in Section 1.1 on a unified entry and exit point. This measure extends its application range to include sensor
traffic and further security upgrades in the system-space and user-space domains.

4.3. Experiment Details

The experimental setup comprises two phases of implementation utilizing a Renault T520 heavy-duty truck. These
phases involve configuring a customized onboard hardware compute processing unit in Figure 2a and implementing
software components through the experiment’s high-level system architecture. The computing hardware integrated
into the system is the DealComp ABOX-5200G4 compute unit. The ABOX-5200G4 has an Intel 6 Cores i7-8700T
processor, boasting a 32Gb DDR4-2133 memory configuration. It features a Modem 4G with a SIM7600E-H module
with an NVIDIA GeForce GTX graphics processing unit with CUDA Core support. It provides the functionality of
Dual Hot Swappable SATA Storage RAID 0, 1, 5, along with a 9-48V DC Input and an operating temperature range
spanning from -40 to 60°C. In addition, the device is equipped with ten Gigabit Ethernet (GbE) Local Area Network
(LAN) ports, allowing for the possibility of eight Power over Ethernet (PoE) ports. It also offers compatibility with a
CAN adapter, PEAK Dual CAN, IPEH-003049, WLE200NX WLAN adapter, and uBlox ZED-F9-P GPS. A further
comprehensive inventory of components is also visible in the Table in Figure 2b. This figure provides a detailed
overview of the power requirements and other relevant technical parameters.

5. Implementation and Testing

The implementation illustrated in Figure 3 comprises three compute units, each denoted by numerical identifiers.
The computing units (CU) specified in this study were utilized extensively throughout the experiment. For example,
the first compute unit is the primary element responsible for hosting the Ubuntu operating system and overseeing
the allocation of all jobs. The second and third computing unit comprises the onboard computer of the Renault T520
truck’s in-vehicle cabin and the Next Unit of Computing (NUC) Mini PC that facilitates external visualization. These
compute units are between sensory arrays 1 and 2, indicated with short dash lines. The network traffic input and out-
put in Figure 3 pertains to the ABOX 5200G4 used as fundamental security principles previously stated in section
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(a) Custom Hardware Compute unit ABOX-5200G4

Type Name popular in Explanation
Accessory combination antenna 2 Antennas for satellite cell network and

Wifi
Computing platform Mobile PC 1 Main computing unit for data fusion

and decission making
Computing platform Mini PC 1 HMI control unit
Communication Network switch 1 12 port network switch
Communication Integrated Network switch 1 Integrated Network switch
Communication Peak 2 Can to USB converter
Communication Integrated Peak 1 Can to USB converter
Power distribution DC/DC Converter 1 24 to 12 Vdc - 10A
Power distribution DC/DC UPS power 1 24 to 12 Vdc - 6A
Power distribution DC/AC Inverter 1 24 Vdc to 220 Vac inverter

(b) Configuration requirements for the ABOX-5200G4 Compute Unit

Fig. 2: Custom compute unit and technical requirement during physical installation and configuration

1.1 is the primary inbound and outbound interfaces. The existing Controller Area Network (CAN) and Ethernet inter-
face protocols enable the establishment of connections between sensors and devices using their preferred high-speed
interfaces. For sensor array 1, the module integrates a continental, brigade, and Mobileye 6 connection via the CAN-
Bus protocol. The sensor array (II) also comprises a Basler 6 stereo camera, a Hokuyo sensor, and an Ouster 32-line
Li-DAR. These sensors are interconnected using the Ethernet hardware protocol interface.

Fig. 3: Scheme for Compute Units deployed in this experiment with all other hardware connectivity

The illustration in Figure 3 demonstrates the management of data stream inputs inside the software and hardware
data pipeline. The arrows originating from both hardware protocols, specifically HW Protocol, are a direct connection
with the custom compute unit ABOX-5200G4. On the one hand, the bidirectional arrows from CU 1 and 2 also
illustrate the dynamic interchange of information and vehicular transmission data between the custom ABOX-5200G4
and the Renault T520 onboard computer unit. The sensor array 1 CAN hardware interface protocol and the Renault
computer unit (RCU-T520) communicate via an iterative symbolic link. This link enables the communication between
the RCU-T520 and the custom compute unit (CCU) using the CAN protocol, represented by the arrow connecting the
T520 CU to the CAN HW protocol. Therefore, ABOX-5200G4 is the tangible security protection employed in the
experiment to safeguard in-vehicle nodes.

6. Validation and Results

In this session, we present the findings and results from this experiment. The results are in an outline that reflects
the contributions of this work. For the first contribution on examining the application of IDS/IPS in heavy-duty and
freighting vehicles. With the custom compute unit ABOX-5200G4 in 2a integrated within the HDT via DC/AC con-
verter of 10A, the high-level system architecture in 1 is configured with the Debian Ubuntu operating system with
Kernel-5.4.0.81-generic. After implementing the scheme in 3, the IDS/IPS sensors are safely deployed. Hence, en-
suring the customized compute unit integration running the IDS/IPS within the in-vehicle network enables active
monitoring, tracking, and assessment of the security perimeter. An illustration of feasibility is via Figure 4, which in-
dicates overall system health metrics during a testing instance. For example, the average comparative Suricata process
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CPU utilization stayed in the 12 to 15 percent range in Figure 4b while the memory consumption of the data process-
ing contributed approximately 54.9 percent. Processes related to sensors like the OusterStudio and TeamViewer used
in remote tests contributed a range approximation from 0.2 percent to 2.337 percent. In assessing the effectiveness of
the security analysis procedure and its execution, observing the overall health status of the IDS/IPS became a crucial
component. Its background process is also periodically examined to verify that all critical nodes, including the sensing
nodes, are operational and that the rules are in effect and functional.

(a) General Health statistics sample (b) Process specific Health statistics sample

Fig. 4: System operation Health metrics and process resource allocation

On the other hand, validating the security implementation as it adheres to a unified inbound and outbound in 3
considering factors such as the quantity of data, filtering techniques employed, data characteristics, and security pa-
rameters. The following sample from the experiment further illustrates the results of the data. The IDS/IPS block
depicted in the high-level system architecture for the experiment has four functional sub-blocks responsible for exe-
cuting rules and custom configurations generated during the initial installation procedure. The sub-blocks inside the
network segment, as discussed before in the section on system integrity testing, depend on a GSM network connection
for the purpose of external communication. The detection accuracy of the Suricata IDS/IPS was evaluated by testing
the data obtained on defaults and additional rules, considering the scope of the evaluation. The reliability of the rules
set, rather than the quantity of rules, was the determining factor in assessing detection accuracy. The primary criterion
of concern, as determined by the vehicle’s architecture, is the accessibility of in-vehicle networks, including Bluetooth,
wireless connections, and physical interface ports, which serve as potential access points. Therefore, comprehensive
gathered data regarding the distinct parameters and attributes, such as the individuals or devices involved in the con-
nection and the system events linked. The provided sample in Figure 5 depicts a clear illustration from the back-end
evaluation of processes matching the network traffic certificate legitimacy and associated the critical parameters such
as the TLS validation.

Fig. 5: Visualization of back-end audits on critical system related security metrics

In the span of the experiment duration, the truck’s operational routines generated several login attempts recorded
in the time frame with their corresponding geographical locations are also in Figure 6 and 7 for root and admin users
respectively. Both figures show a timeline for the specific incident with the count on the left. All these results have
associating source and destination IP addresses summarized in Figure 8.

The operating system (OS) hardening parameter block comprises two blocks derived from the network section and
four fundamental functional blocks at a lower level. This block contains various components, including rules, configu-
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Fig. 6: Failed login access in the span of the experiment for ROOT User

Fig. 7: Failed and invalid login attempts in the span of the experiment for Admin Users

rations, applications, and customized scripts such as firewall rules, system control rules in both the firewall domain and
the system defaults domain, system audit rules, logs/log shippers, and the integrity checking process. Authentication
metrics from the experiment results played a vital role in ensuring the security and integrity of in-vehicle resources,
particularly in the context of services accessed through in-vehicle access points and external gateways. Consequently,
the focus is on plug-and-play access nodes and interfaces. Customized rules and measures instantiation in the OS
hardening parameter block yielded results as demonstrated by the outcomes presented in Figure 8. In-vehicle authen-
tication results assessment was pivotal to the analysis outcome while simultaneously monitoring the resources linked
to these procedures. The figure shows unique IP sources and destination counts with a breakdown graph on the right
side beneath the destination count.

Fig. 8: System and User space Authentication summary for a specific peak in network activity

The analysis block showcases interconnection and utilizes the visualization section for presenting various outputs.
The outputs include internal decision-making processes and multi-sensor readings related to security functionalities.
They are from hardware and software sources, visual representations of Li-DAR Ethernet traffic scrutiny, and others.
The analysis block also receives data streams from the IDS/IPS as inputs. Hence, the examination of connection
instances in traffic transactions focuses on elements such as DNS, HTTP, TLS, and others as crucial components
that offer significant advantages in identification. The vehicle’s network deployment and its transactions, conducted
using a designated communication medium (4G connection), are categorized based on their intended purpose and the
level of criticality associated with each activity. Services related to the security of in-vehicle on-board infrastructures
associated with hardware and software updates and remote data streams had critical attention during the analysis. An
illustration showcasing a thorough breakdown of some of the discussed parameters is in Figure 9.

7. Discussion

Recent security events associated with vehicle manufacturers ranging from Toyota to Tesla have shown the sig-
nificance of dynamic security implementation. Dynamic security implementation can compensate, if not eliminate,
certain classes of in-vehicle intrusions and attacks from vehicular theft and malicious agenda. Inferring to the ini-
tial Jeep security breach, efforts on in-vehicular centralized IDS/IPS security dynamism have never been relevant. In
this evolving and dangling security complexity landscape, the expected life cycle of vehicles is still beyond initial



182	 Akwasi Adu-Kyere  et al. / Procedia Computer Science 238 (2024) 175–183
8 Author name / Procedia Computer Science 00 (2019) 000–000

Fig. 9: DNS capture from Suricata with pre-defined rules

warranties and technical support. Hence, the security awareness and adaptiveness fully demonstrated in this experi-
ment extend to accommodate security interconnectivity benefits. Unified inbound and outbound traffic implementation
in this work restricts all communications to traverse multi-layered security. The layers include a Firewall, intrusion
detection system, and intrusion prevention system for all directional traffic. Implying emphasis on the quality of anal-
ysis procedures, algorithms, and the appropriate measures and metrics to track is vital. The impact benefits security
challenges such as privacy risks, data thefts, road safety and life threats, sensor manipulations, CIA violations, info-
tainment system escalations, and more.

In the purview of the life cycle of vehicular security and significance, data and results relating to access, detection
signatures, rule optimization and customization, source and destination classifications, TLS, authentications, DNS,
certificates, and others are broadly feasible in any vehicle with an external network interaction. Thus, these sample
results can be a gateway for updating pre-built white-listings, black-listings, firewalls, and access control mechanisms,
among many others, in a dynamic environment. In addition to the principle of quality over quantity, these findings can
provide valuable insights for software-defined networks presently undergoing testing in the automotive sector.

The rationale of porting from regular IT infrastructural IDS/IPS directly to the automotive realm is complicated
due to constraints and limitations associated with vehicles. However, the significant classes such as CAN, ECU, and
central gateways [9] have many approaches elaborated in Section 2. This work considers these approaches from a
different perspective and vehicular security on a holistic level. The security IDS/IPD is the first encounter during
communications and traffic transactions in both directions. The impact also extends the sub-clusters of isolations and
network segments as independent operations or as part of chained operations. Furthermore, the deployments can vary
depending on the implementation strategies, but the impact and results discussed in this work are still applicable.

8. Conclusions and Future scope

The era of ubiquitously interconnected, intelligent, and self-driving automobiles gradually enhances the signifi-
cance of security analysis in various modules, algorithms, operating systems, and soft and hardware nodes within
in-vehicle infrastructure and networks. In this work, we thoroughly investigate the security perimeter and characteris-
tics using a custom compute unit housed in a Renault T520 HDT. With the primary focus on examining the real-time
application of a dynamic Intrusion Detection System (IDS) and Intrusion Prevention System (IPS), the effectiveness
and execution of the security analysis is critical. Hence, the data derived from pre-defined rules, audits, white-listing,
access controls, and many others are deemed inadequate without dynamism and self-awareness. As demonstrated
throughout this manuscript, a dynamic security inspection is a viable countermeasure to resolve dynamic security
challenges.
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ysis procedures, algorithms, and the appropriate measures and metrics to track is vital. The impact benefits security
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tainment system escalations, and more.
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among many others, in a dynamic environment. In addition to the principle of quality over quantity, these findings can
provide valuable insights for software-defined networks presently undergoing testing in the automotive sector.

The rationale of porting from regular IT infrastructural IDS/IPS directly to the automotive realm is complicated
due to constraints and limitations associated with vehicles. However, the significant classes such as CAN, ECU, and
central gateways [9] have many approaches elaborated in Section 2. This work considers these approaches from a
different perspective and vehicular security on a holistic level. The security IDS/IPD is the first encounter during
communications and traffic transactions in both directions. The impact also extends the sub-clusters of isolations and
network segments as independent operations or as part of chained operations. Furthermore, the deployments can vary
depending on the implementation strategies, but the impact and results discussed in this work are still applicable.
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The era of ubiquitously interconnected, intelligent, and self-driving automobiles gradually enhances the signifi-
cance of security analysis in various modules, algorithms, operating systems, and soft and hardware nodes within
in-vehicle infrastructure and networks. In this work, we thoroughly investigate the security perimeter and characteris-
tics using a custom compute unit housed in a Renault T520 HDT. With the primary focus on examining the real-time
application of a dynamic Intrusion Detection System (IDS) and Intrusion Prevention System (IPS), the effectiveness
and execution of the security analysis is critical. Hence, the data derived from pre-defined rules, audits, white-listing,
access controls, and many others are deemed inadequate without dynamism and self-awareness. As demonstrated
throughout this manuscript, a dynamic security inspection is a viable countermeasure to resolve dynamic security
challenges.
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