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Abstract. As the demand for digital services keeps growing, online
pharmacies have become a very important part of essential digital ser-
vices. When sensitive personal data such as medicine orders are pro-
cessed, privacy issues become increasingly important. In this paper, we
take a look at personal data delivered to third parties in 20 Finnish
online pharmacies. More specifically, we study whether the data on pre-
scription medicine orders is leaked out to third-party analytics services.
Our findings reveal that 14 (70%) of studied pharmacies send out infor-
mation about the customers intending to order prescription medicines to
third parties, and 7 (35%) of the pharmacies even leak the data about
the specific prescription medicine a specific customer is ordering. We also
discuss implications of the data leaks and give suggestions on how this
alarming state of affairs can be alleviated.

Keywords: Online pharmacies, Web privacy, Network traffic analysis,
Data concerning health

1 Introduction

Digital technologies are a powerful tool for delivering essential services when
customers have challenges in using services onsite. Especially many vulnerable
people such as the elderly, those with serious health conditions, and sometimes
people living in rural areas can benefit from digital services [17]. As connectivity
has improved and services can reach a greater portion of the population, legisla-
tors have also understood the importance of digital service delivery. In Finland,
for instance, the Act on the Provision of Digital Services (306/2019) was passed
in 2019 in order to improve the accessibility, quality and security of digital ser-
vices and allow everyone to use them equally. The COVID-19 pandemic has only
made the need for online services more pronounced and accelerated the digital
transformation [2].

As the demand for digital services rises, online privacy issues also become
increasingly important. One very important example of essential digital services
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are online pharmacies, which we are focusing on in this paper. Sensitive informa-
tion such as prescription medicine orders are processed in these services, making
strict data privacy vitally important. The traditional brick-and-mortar pharma-
cies are obliged to keep confidential the information regarding the customer’s
medical conditions, unless there is a lawful basis to turn the information over to
third parties such as the customer’s explicit consent or a legal obligation. The
pharmacies are presumed only to use the information on the customer’s medi-
cation for the purpose of achieving good patient care and to comply with their
mandatory obligations. It is also important to set up the pharmacy facilities so
that customers can do business privately and confidentially.

In the current digital world, however, the same principles of confidentiality
and privacy do not always appear to be followed so well in practice. Third-party
analytics services and tracking mechanisms are widespread across the web [13,
19], even in essential web services and on websites maintained by public sector
bodies [6, 18]. In several essential online services, sensitive personal data can be
unintentionally delivered to third parties if the developers and data protection
officers have not been careful when designing websites. With this in mind, the
current study conducts a network traffic analysis for 20 Finnish online pharma-
cies in order to find out whether personal data and sensitive information is being
leaked to third-party analytics services.

The contributions of this paper are as follows. Along with Zheutlin et al.’s
study on data-tracking in online pharmacies [20], to the best of our knowledge,
the current study is one of the first studies to address third-party tracking in
online pharmacies. In their brief article, Zheutlin et al. discuss the prevalence of
data tracking among online pharmacies but do not go into the detail about what
kind of data is shared to the third-party analytics services. The current study not
only researches whether tracking happens and is widespread, but also provides
a technical analysis on personal data shared with third parties and investigates
whether sensitive information is being delivered to analytics services in several
online pharmacies. In our technical analysis, we focus on the use case in which a
customer searches and places an order for a prescription medicine. Specifically,
we want to find out whether the intent to order a specific prescription medicine
is leaked out to third parties. In doing so, the authors also revealed serious data
leaks among several Finnish online pharmacies. We have reported these privacy
issues to the appropriate authorities, and one of the studied pharmacies has
already made significant changes to its website and privacy practices. Finally,
the current study discusses the implications of our results for web development
and online pharmacies in general.

The rest of the paper is organized as follows. Section 2 reviews the related
work. Section 3 introduces the setting of the study, the used data set and method-
ology. Section 4 discusses the results of the study, providing an analysis on per-
sonal data the studied online pharmacies leak to third parties. Section 5 discusses
the implications of our key findings and provides some guidelines to improve the
privacy of online pharmacies. Finally, Section 6 concludes the paper.
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2 Related work

Zheutlin et al. [20] study the prevalence of data tracking among online phar-
macies. Among accredited digital pharmacies in the US, analytics services were
found to be common, with over two-thirds of the studied pharmacies using at
least two third-party services to capture user data. The most prevalent data-
tracking services were Facebook and Google Analytics. While the authors do
note that the results raise concerns about how health data — such as infor-
mation on prescription medication — is shared, they do not present any more
details about the nature of the data delivered to the third-party analytics ser-
vices. Therefore, our current study can be seen as a continuation of their work,
although the set of studied pharmacies is different.

In a recent study, Huo et al. [7] studied potential health data leaks and an-
alytics on 459 online patient portals and 4 telehealth websites. Their findings
indicate that 14% of patient portals include Google Analytics. Also, 9 web-
sites contained services disclosing sensitive health data, such as medications and
laboratory results, to third parties. It is quite obvious that many health care
operators and maintainers of health related websites do not always have the
necessary technological skills to detect or fix these problems. Indeed, in several
medical studies (see e.g. [15] and [8]), analytics services are still being used as
a part of health related web platforms, most likely without fully realizing the
risks involved. The results of Huo et al., just like the findings of our current
study, highlight a lack of privacy by design approach, and put emphasis on the
importance of educating website developers and data protection officers about
this issue.

In a similar vein, Zheutlin et al. studied data-tracking on government, non-
profit, and commercial health-related websites [21]. The results indicate that it
is relatively common for health-related websites to provide information to third-
parties, the average number of analytics services on the studied websites was
2.11. Unfortunately, in many cases, finding and displaying health information
online is not a private action. This problem does not only concern health-related
websites but many other critical services as well. Recent studies have shown that
even many public sector bodies can leak sensitive information to third parties
from their websites [6].

Finally, it is also important to have the appropriate tools and methods for
studying network traffic and compliance issues on websites. The users need to
know if websites really act according to their data privacy choices. Martinez et
al. [10] present new algorithms and a measure to assess user tracking compliance
and the confidence in the analytics services. From a technical viewpoint, it is
necessary to be able to accurately identify personal data from internet traffic
when researching what kind of information is delivered to analytics services. To
this end, Liu et al. [9] develop a new method of discovering various types of
personal data carried within network traffic.
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3 Study setting and methodology

From the list of legal Finnish online pharmacies® maintained by the Finnish

Medicines Agency, Fimea, 20 online pharmacies were chosen to be studied. If a
chosen online pharmacy did not sell prescription medicines at all, the pharmacy
was discarded from the set of selected pharmacies and a new one was chosen
at random. In this study, we chose not to refer to the pharmacies by their real
names, but instead call them Pharmacies 1-20.

The online pharmacies were tested by first navigating to the store page, clear-
ing the browser cache and cookies and then reloading the page. From reloading
onwards, all the network traffic associated with use of the pharmacy was cap-
tured using Google Chrome’s DevTools. The cache was disabled while recording
and the captured traffic was preserved as a HT'TP Archive file. When arriving
at the pharmacy website, all cookies were consented to upon request.

While the exact navigation on websites varies between the studied online
pharmacies, the experiment was always continued until the intent to order a
prescription medicine was clear — for example, a button for ordering a specific
medicine was pressed or the medicine was successfully added as part of the order.
The goal was to find out whether the intent to order a specific prescription
medicine was delivered to third-party analytics services. To place a final order,
chatting with a pharmacist is required in Finnish online pharmacies. We ended
our experiment before this phase.

The 20 online pharmacies tested all provided a search bar, and the name of
a prescription medicine was entered into the search. If the product came up in
the search (i.e. prescription medicines were searchable items), its product page
was opened. Finally, if the product page led to a separate page for ordering the
product, that page was also accessed to see whether sensitive information about
the user’s intent to purchase this prescription medicine was sent to analytics
services.

If the prescription medicine was found in the search and the product page was
accessed, but no separate page for ordering the product was available, we regis-
tered and logged into the online pharmacy to initiate an order. After registering,
the ordering process was continued until contact with a pharmacy assistant was
required.

If prescription medicines were not available in the search, but the pharmacy
offered a link or button for beginning the ordering process directly, this option
was used instead. An order was initiated, and the correct product was then
selected to be part of the order. The ordering process was interrupted before
requesting that a pharmacy assistant contact the user.

Moreover, after running the experiments described above, the privacy policies
of the chosen online pharmacies were analyzed. Each privacy policy document
was read to find out whether anything about sending data on ordered prescrip-
tion medicines to third parties was mentioned. The studied privacy policies were

3 https://www.fimea.fi/apteekit /verkkopalvelutoiminta/lailliset_apteekin_verkkopalvelut
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analyzed by two researchers and any disagreements were discussed until agree-
ment was reached.

Finally, we briefly summarize what is meant by the term personal data. In this
paper, the term is given the same meaning as in the EU General Data Protection
Regulation (GDPR)%. Pursuant to Article 4(1) of the GDPR ”personal data”
refers to any information relating to an identified or identifiable person, in other
words, data based on which an individual can be identified directly or indirectly.
According to the GDPR a person can be identifiable specifically based on a
reference to an identifier such as name, location data, an online identifier or
to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of the said person. In general, the scope of
the term is considered to be broad and further expanding (see e.g. [3], [1]; [4,
p. 113], [12, p. 41-42)).

4 Results: analysis on personal data sent to third parties

Table 1 shows the third-party analytics services that were found on the pharmacy
websites while performing our experiments and recording network traffic. We can
see that only 6 pharmacies did not have any analytics on the pages we tested.
Pharmacies 1 and 2 had 4 different third-party services, which can be considered
a large number as we only followed a path consisting of a few different pages.
When there were any analytics services on the studied website, Google was
almost always present, except in two cases where Pingdom, a Swedish website
monitoring service was used. Other frequently appearing third-party services
were Facebook and Giosg. The latter is not an analytics service per se but
rather a company providing live chat services. Sensitive information about the
user’s identity and actions was sent to this company nevertheless.

The data sent to third parties contains items such as IP addresses, device
and user specific identifiers, User-Agent headers with information on operating
system and browser, and other technical pieces of information such as screen
size. When it comes to identifying the user, an important piece of data is often
the device’s IP address, which is delivered along with every web request.

According to the preamble to the GDPR, in determining whether a person
is identifiable, all the means reasonably likely to be used to identify the person
directly or indirectly should be taken into consideration. This includes all objec-
tive facts, such as the costs and the amount of time required for identification as
well as the available technology and technological developments.® Pursuant to
the case Breyer of the Court of Justice of the European Union, IP addresses can

* Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EU
(General Data Protection Regulation). Official Journal of the European Union, L
119, 4 May 2016.

5 Recital 26 of the preamble to the GDPR
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be considered as personal data even if identifying of a person requires acquiring
additional information from a third party [1].

In accordance with recital 26 of the GDPR, data protection provisions do
not apply to anonymized information. Google Analytics, for example, can be
configured to anonymize data by removing the last octet of the user’s IP address.
It is questionable, however, whether this anonymization renders data anonymous
”in such a manner that the data subject is not or no longer identifiable”. This
is because even if the IP address is partially anonymized, lots of other technical
information is sent along it, making identification of the user possible, especially
for big data collectors such as Google. Taking all this into consideration, it can
be argued that in the case of the studied online pharmacies, a significant risk
exists that the data could be linked to the person visiting the website.

Table 1. Pharmacies and detected third-party analytics services.

Third-party analytics services
Pharmacy 1 |Facebook, Giosg, Google, New Relic
Pharmacy 2 |Crazy Egg, Facebook, Giosg, Google
Pharmacy 3 |Google

Pharmacy 4 |Facebook, Google

Pharmacy 5
Pharmacy 6
Pharmacy 7
Pharmacy 8
Pharmacy 9 |Google
Pharmacy 10
Pharmacy 11|Google, Pingdom
Pharmacy 12|Facebook, Google, Pingdom
Pharmacy 13|Pingdom

Pharmacy 14|Pingdom

Pharmacy 15|Google, Pingdom
Pharmacy 16|Google, Pingdom
Pharmacy 17|Google

Pharmacy 18|Giosg, Google

Pharmacy 19|Google, Hotjar

Pharmacy 20

However, the most interesting and sensitive information sent out to third
parties concerns the customer (identified by an IP address or a device identifier)
visiting the product page of a specific prescription medicine, or visiting the
prescription medicine order page. The former of these indicates interest in a
specific medicine and the latter indicates that the customer intends to place
an order. These alone are personal data items that should not be sent to third
parties. When the customer’s visit on a product page of a specific prescription
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medicine can be connected to an order by the same customer (indicating an
intention to order a specific medicine) and this data is sent to a third party, a
strong argument can be made that sensitive health related data is being leaked.

The aforementioned connection between a specific medicine and an order can
be strong or weak. The strong connection is formed when the previously visited
page (referer) is sent to the third party when the customer is on the prescription
medicine order page. This way, the third party can immediately see that the order
has been initiated from a product page of a specific medicine, which indicates the
intent of ordering the prescription medicine in question. Often the medicine name
was even contained in the product page’s URL address. The weaker connection is
created when the previously visited page is not directly sent to a third party, but
both the product page of a medicine and the order page include analytics from
the same third party. The third party can now see from timestamps that these
pages have been visited consecutively and deduce that an order for a specific
medicine is likely being placed. In both of these cases, the third party can say
with great certainty that the customer intends to order a specific prescription
medicine, although the weaker connection requires more analysis.

Table 2. The data items related to viewing and ordering prescription medicines deliv-
ered to analytics services.

Website
had analytics

Data on specific
medicine being
viewed is sent

to 3rd party

Data on intent
to make order is
sent to 3rd party

Intent to order
can be connected
to specific
medicine

Pharmacy 1

Pharmacy 2

Pharmacy 3

Pharmacy 4

ikaikalks

Siksiksiks

Sikaikalks

Siksiksils

Pharmacy 5

Pharmacy 6

Pharmacy 7

Pharmacy 8

Pharmacy 9

>

>

Pharmacy 10

Pharmacy 11

Pharmacy 12

Pharmacy 13

Pharmacy 14

Pharmacy 15

Pharmacy 16

Pharmacy 17

Pharmacy 18

Pharmacy 19

| PR DAL | P4 | <] AL

| PR DAL | A | < DAL

Pharmacy 20
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Table 2 shows what kind of information about the user’s actions is delivered
to the analytics providers from each studied pharmacy website. The first column
indicates whether the online pharmacy in question had any third-party analytics.
The second column designates whether the information about the user viewing
a specific medicine’s product page is sent to the analytics providers. The third
column indicates whether the intent to make an order was leaked. Finally, the
fourth column shows whether the intent to order can be linked to a specific
medicine.

We can see that in 7 cases, the intent to order a specific medicine was leaked
to one or more third-party analytics providers. Altogether, the intent to make an
order was leaked in 14 cases, although 7 of these leaks did not have information on
the ordered medicine. Although the sample of 20 online pharmacies is not a very
large dataset, it is definitely an alarming observation that 14 pharmacies were
leaking information about sensitive medicine orders and 7 of these pharmacies
revealed the exact prescription medicine a specific user intended to order to third
parties.

The different colors in Table 2 indicate different platforms used to build the
pharmacy websites. The first platform, marked in red, is a platform used for
many different web stores, not only online pharmacies. It has an easy option to
integrate Google Analytics to the web store, for example. However, half of the
pharmacies built with Platform 1 have chosen not use any analytics. Platform 2,
shown in green, is a Finnish specifically built for online pharmacies. Nevertheless,
analytics are used on every website built on this platform. It it noteworthy, how-
ever, that on websites built with Platform 2, information on a specific medicine
was never sent to analytics services. Finally, Platform 3, in blue, is also a Finnish
solution for online pharmacies, emphasizing both use of analytics and security
in its advertising. Judging from Pharmacies 17-19, these two goals seem to be
in conflict when it comes to practice.

Table 3 shows the information privacy policies contained about delivering
sensitive health related data to third parties. The table contains only those 16
online pharmacies that were found to have analytics on their websites. We can see
that 10 out of 16 pharmacy websites denied sending any data about medicines or
products users have displayed or ordered, although our network traffic analysis
clearly proves this happens. Three studied pharmacies admitted that this infor-
mation can be shared with third parties, although they did not explicitly state
that information about intended prescription medicine orders is being sent out.
The used language was more subtle, stating that the collected personal data,
among many other personal data items, includes information on ordered prod-
ucts. In another section of the privacy policy, it was then stated that personal
data can be shared with third parties. One of the privacy policies (Pharmacy
17) did not clearly indicate whether personal data is given to third parties. It is
also worth noting that Pharmacy 1 explicitly stated in its cookie consent banner
that information about prescriptions or medication is not collected.

It is clear that pharmacies did not adequately inform the users about the
fact that sensitive health related data is turned over to third parties. It was
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Table 3. The information privacy policies contained about delivering sensitive medical
data to third parties. The table only contains pharmacies that had analytics on their
websites.

Mention about medicine|Mention about medicine
orders being delivered | orders NOT being sent
to 3rd parties to 3rd parties

Pharmacy 1 X
Pharmacy 2 X
Pharmacy 3 X
Pharmacy 4 X
Pharmacy 9 X
Pharmacy 11 X
Pharmacy 12 X
Pharmacy 13 X
Pharmacy 14 X
Pharmacy 15 X
Pharmacy 16 X
Pharmacy 17
Pharmacy 18 X
Pharmacy 19 X

also evident in many cases that a privacy policy document had been directly
copied from another online pharmacy without sufficiently paying attention to
their contents and applicability to the online pharmacy in question. Several
privacy policies — or at least large sections of the documents — were identical
with each other, even sharing the same spelling mistakes on several occasions.

5 Discussion

Our results have showed that the current state of data privacy in Finnish online
pharmacies gives reason for great concern. Sensitive information such as data
revealing a person’s intention to order prescription medicine should be granted
special protection. Also, in many cases this data can be further used to deduce
what diseases a person is suffering from. This is especially the case when several
medicines are ordered or when the third-party analytics service has an opportu-
nity to observe numerous orders over time, revealing details on a person’s medical
history. It is clear this information should not be disclosed to third parties. It is
also possible that analytics services end up collecting information of an intention
to purchase medicine which does not result in ordering the medicine in question
due to intervention from the pharmacist. Thus, the collected data can also lead
into misinterpretations about the person’s health status.

In most cases, the health related data and the third-party analytics companies
receiving the data were not mentioned in privacy policy documents. Even if the
collection and sharing of data would be transparent, in this context transferring
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data concerning intention to order prescription medicines to a third party can
be considered highly unethical and unnecessary [16].

In this study, we only covered a subset of all Finnish online pharmacies.
Judging from the numbers of online pharmacies with serious privacy problems
in this subset, however, it is likely that there are dozens of more pharmacy
websites that leak health related data to third parties. Therefore, it is safe to
say that the problem is much bigger, both in Finland and in other countries.
While it is impossible to say whether the analytics providers really store and use
the health related data they receive or whether it is discarded, it is unacceptable
that data is sent out to begin with. It is important to note, however, that the
leaked data about intended prescription medicine orders only goes to analytics
service providers who do not necessarily have an incentive to use it further, and
the data likely does not end up in open data market. Making use of the data
would probably also require some manual work and additional knowledge about
how the specific online pharmacy is implemented in many cases.

The software platforms’ developers use to build online pharmacy websites are
a significant factor contributing to the privacy problem. These platforms often
readily offer the option to effortlessly deploy and turn on third-party analytics
services, which makes it easy to enable analytics without fully appreciating the
consequences. While letting health related data leak to third parties may often
be unintentional, in the case of online pharmacies the implications can be very
serious. It may not immediately occur to developers that in terms of privacy,
an online pharmacy should not be treated like an average web store. Software
developers and data protection officers should pay more attention to what kind
of data flows out from their websites. This is easy to accomplish with a similar
setup as the one used in this study. Such data flow analysis should always be an
integral part of the web development and testing process. The privacy practises
of the used platforms should be carefully assessed and analytics should not be
used on pages which reveal vulnerable aspects of users. If analytics are deemed
necessary, the data should be stored locally by the pharmacy (e.g. using open
source analytics solutions such as Matomo [5]), not delivered to a third party.

It is also obvious from our results that online pharmacies have failed to write
clear and truthful privacy policies, which is unfortunately a common problem in
today’s web services [11]. The analyzed privacy policy documents do not provide
appropriate information about processing activities. Following a small number of
standardized templates when composing privacy policy documents would make
them easier to produce and understand [14].

Finally, it is worth noting that our study also aims to have a societal impact
by making the results available for online pharmacies so that data leaks can be
fixed and unnecessary analytics services are removed from critical pages. As a
result of this study, Pharmacy 1 has already removed analytics services from its
website, revamped its privacy policy, and reconsidered its privacy practices. We
have also reported our findings on other online pharmacies, which will hopefully
also help to improve privacy on their websites.
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6 Conclusions

We have presented a study of data leaks on Finnish pharmacy websites. We found
that out of 20 studied online pharmacies, 14 pharmacies were leaking informa-
tion about prescription medicine orders, and 7 of these pharmacies revealed to
third parties the exact prescription medicine a specific user intended to order.
Although the sample is relatively small, the result that 70% of the studied is
pharmacies leak health related personal data is highly concerning.

Our findings warrant more research with a wider data set, and we are already
in the process of extending this study to cover all Finnish online pharmacies. In
the future, online pharmacies in other countries should also be studied in the
same manner. Data leaks could also be further studied by experimenting with
different consent choices on pharmacy websites.

We also hope that these results are a wake-up call for software developers
and data protection officers involved in maintaining essential services that in-
volve sensitive data. It is vitally important for service operators to understand
their accountability for protecting customer’s privacy in areas where they are
particularly vulnerable, including raised awareness and control over the used on-
line platforms and the related design choices. At the same time, users should be
clearly informed of what personal data is processed and which parties process
it. When it comes to pharmacy websites, the use of any external analytics ser-
vice, let alone several of them, is difficult to justify. Customers should be able to
trust online pharmacies just as much as they trust traditional brick-and-mortar
pharmacies.
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